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Abstract. We present a framework for building practical anonymous credential schemes based on the
hardness of lattice problems. The running time of the prover and verifier is independent of the number
of users and linear in the number of attributes. The scheme is also compact in practice, with the proofs
being as small as a few dozen kilobytes for arbitrarily large (say up to 2128) numbers of users with
each user having several attributes. The security of our scheme is based on a new family of lattice
assumptions which roughly states that given short pre-images of random elements in some set S, it is
hard to create a pre-image for a fresh element in such a set. We show that if the set admits efficient
zero-knowledge proofs of knowledge of a commitment to a set element and its pre-image, then this yields
practically-efficient privacy-preserving primitives such as blind signatures, anonymous credentials, and
group signatures. We propose a candidate instantiation of a function from this family which allows for
such proofs and thus yields practical lattice-based primitives.

1 Introduction

With the recent announcement that the American National Institute of Standards and Technology (NIST)
will be standardizing three lattice-based encryption and digital signature schemes, together with the NSA
releasing their new CNSA 2.0 crypto suite which mandates that lattice-based constructions be the main
cryptographic tools for communication security beginning from 2030, it is looking increasingly likely that
lattices will form the future foundation of public key cryptography. While we already have several very efficient
almost-standardized schemes for encryption and digital signatures |17, 33, 69], the state of more advanced
quantum-safe cryptography is more murky with a lot of constructions being noticeably less efficient than
their classical counterparts. The last several years, however, have seen tremendous progress in constructing
efficient zero-knowledge proofs for lattice relations |15, 74, 35, 7, 34, 57| and this led to rather compact and
practical constructions of schemes like ring signatures, group signatures and confidential payment protocols
[36, 59, 61, 57]. A set of important primitives that are currently lacking in truly efficient instantiations fall
under the global umbrella of anonymous credentials.

At a very high level, in an anonymous credential scheme [26, 27, 29, 51| an issuer signs a set of credentials
for a user. The user can then present a subset of this credential set and give a zero-knowledge proof that they
were indeed signed by the issuer. For the scheme to be secure, it should be impossible for a user to present
a credential that the issuer never signed. For anonymity, when a user presents his credential, all his other
credentials should remain hidden — even from the issuer. Furthermore, multiple credential presentations by the
same user should remain unlinkable. Manifestations of such schemes have been adopted by the self-sovereign
identity community, which has developed open-source projects (44, 43, 72, 62] and standard drafts [50, 71]
catering for a market whose size is estimated in the billions of US dollars [66]. While there are some very
efficient instantiations of these schemes based on non-quantum-safe assumptions, to the best of our knowledge
there are no truly practical quantum-safe instantiations that are available.’

' 1t is of course possible to construct these schemes using succinct zero-knowledge proofs such as STARKSs, but the
cost of these constructions appears to be in the hundreds of kilobytes range.



Some recent lattice-based constructions of related primitives that previously didn’t have any efficient
quantum-safe instantiation based the security of the scheme on novel, but very plausible, lattice assumptions.
For example, the recent blind signature in [3] was based on the new “one-more-ISIS” assumption and
publicly-verifiable SNARKs were recently instantiated using a new k-R-ISIS assumption in [5]. The blind
signature in [3] is one of the most concretely-efficient quantum-safe constructions to date, while the work in
[5] is the first construction of its kind that gets within the vicinity of practicality. It is not too surprising that
the range of assumptions needed to be expanded in order to construct more efficient lattice-based primitives.
Analogously to the non-post-quantum setting, simple primitives like digital signatures can be efficiently based
on the hardness of the basic discrete logarithm problem, while the most efficient constructions of other more
advanced schemes crucially rely on much more esoteric assumptions. And so, analogously to the classical
setting, it makes sense to explore other assumptions for constructing advanced lattice-based primitives as
well.

In this paper we propose a new family of lattice problems some of whose members admit a practically-
efficient zero-knowledge proof for proving knowledge of a solution. We then show how to apply this zero-
knowledge proof to create fairly simple constructions of various efficient privacy-preserving lattice-based
primitives, such as blind signatures and anonymous credentials, based on the presumed hardness of the
new problem. The specific assumption we use in our paper is a particular instantiation from this family of
assumptions that yields efficient zero-knowledge proofs. The family of problems is very natural and can be
seen as a generalization of the underlying problem upon which the classic GPV signature scheme [41] is based.

Lattice-Based hash-and-Sign Signatures and Extensions. Privacy-based primitives are often constructed as
some combination of a hash-and-sign digital signature scheme and a zero-knowledge proof system. Hash-and-
sign lattice-based digital signatures based on the hardness of the standard SIS problem, first constructed in
[41], are abstractly based on the hardness of the following problem over some distribution of input matrices
A, which is parametrized by a global function f (there are also specific parameters n,m, 3, 3" which are
determined based on the security parameter):

Definition 1.1 (The ISIS; Problem (informal)). We are given a matriz A € Z,™ (chosen from some
distribution), a function f : [N] — Z;, and access to an oracle who chooses a random input x € [N]| and
outputs it together with a vector ||8]| < B satisfying As'= f(x). The game is won by coming up with a fresh

tuple (x',5) € [N] x Z™ where ||5'|| < 8 and A5 = f(2).?

The hardness of the above problem depends on the choice of f, the distribution of A and how the oracle
chooses the vector §° When the function f is instantiated as a cryptographic hash function (e.g. SHA)
which is modelled as a random oracle, A is chosen uniformly-random, and § is chosen from a distribution
with enough entropy, then the ISIS; problem is equivalent to the well-known SIS and ISIS problems. If f is
modelled as a random oracle, then f(z) is uniformly-random in ZZ, and so there is no advantage gained by
seeing a pre-image § of a random element in ZZ because one could, in principle, do the pre-image sampling in
reverse. That is, one could instead generate a random § and if the distribution of § has enough entropy, then
it is the pre-image of a uniformly-random ¢ = A% (since (A, = AS5) is uniformly-random by the leftover hash
lemma).

Modelling f as a random oracle and furthermore being able to create a matrix A together with a trapdoor
which allows for pre-image sampling, gives rise to lattice-based hash-and-sign signatures based on the hardness
of ISIS; [41]. The idea is simply to sign a message (digest) x with the pre-image 5. This allows us to sign
random messages z, but when f is modelled as a random oracle, it doesn’t matter whether z is chosen at
random or adaptively because f(z) is uniformly-random regardless — thus allowing the signing of arbitrary
messages is as secure as only being able to sign random ones.

When f is not a cryptographic hash function, then we don’t immediately obtain a signature scheme based
on ISIS; by treating = as the message to be signed precisely because the ISIS; problem requires = to be

% Note that 2’ can be equal to one of the x, as long as § # 5.
% We will also want the set [N] to be exponentially large so that there is a negligible chance of obtaining pre-images
on the same f(z).



random, whereas in an attack on a signature scheme the x is chosen by the adversary. One could, of course,
propose a stronger version of ISIS; in which the x is chosen by the attacking algorithm, but we feel that this
may require the function f to be needlessly “complicated” (e.g. something that’s close to a cryptographic
hash function like SHA) in order for the problem to remain hard.® And we do not want the function circuit
to be too complex because building anonymous credentials from a signature scheme will additionally require
proving knowledge of the signature. Even though recent techniques for proving arbitrarily large circuits have
proof sizes of around 60 KB [12], this is still larger than proofs of simple linear or quadratic relations which
can be as small as a dozen KB for common lattice relations [57]. Furthermore, the more complex proofs of
arbitrary circuits will be less efficient, in terms of computation time, than proofs of simpler relations.

The main result of this work is to show how one can build an anonymous credential scheme based upon the
above-sketched construction of a signature scheme for random messages. We also propose a simple function f
which admits a very efficient zero-knowledge proof of the relation A5’ = f(z'), and for which we believe that
the ISIS; problem is hard. We now discuss our choice of f and will sketch the anonymous credential scheme
construction and proof in Section 1.1.

Arguably the simplest way to instantiate f(z) is to let it be a linear function. For example, if we use the
natural correspondence between binary vectors of length log N with the set [N], then if f(¢) = BY, where
7€ {0,1}'°¢" one can use the practically-efficient zero-knowledge proofs from [57] to commit to § and 7 and
show that they have small norms and satisfy As = Bv. At first glance, it might seem that the linearity of the
function interacts dangerously with the inherent linearity of lattices. For example, if ¥; + U5 = ¥3 and we have
AZ; = f(U;) for i = 1,2, then A(8, + §3) = f(¥3). In our definition of the problem, however, the ¥; are chosen
at random and it is very unlikely that the sum of two randomly-chosen binary vectors will sum to another
binary one (i.e. the probability is (3/ 4)1°gN). And if we sum more than 2 binary vectors, then the probability
that the resulting pre-image § which is a sum of the pre-images, will still be as small becomes negligible‘5 So
the hardness of ISIS; for the above-defined function relies in large part on the fact that the domain of f is
not closed under addition, even though f is a linear function over a larger domain. And so we conjecture that
instantiating f in this way (i.e. choosing f as a random linear function over some ring and its domain as
binary vectors) leads to a hard instance of ISIS;. Furthermore, proving A5’ = B for some short 5 and binary
¥ can be done very efficiently using the proofs from [57|. In particular, we do not see any better algorithm for
solving the ISIS; problem when f is defined as above vs. when f is a cryptographic hash function as in [41].

1.1 Blind Signatures and Anonymous Credentials from ISIS,

We will now give a high level sketch of our main construction — an efficient anonymous credential scheme
based on the hardness of the ISIS; problem when one is able to give an efficient zero-knowledge proof of a
solution to ISIS ;. We will first sketch the construction and proof of a blind signature scheme and then explain
how essentially the same protocol can be turned into an anonymous credential scheme.

The Blind Signature Scheme. Recall that in a blind signature scheme, the user asks a signer to sign a message
m and can then prove to everyone that he has a signature for m. The blindness property of the scheme states
that the signer cannot know during which interaction he signed i, and the soundness property states that a
user who interacted with the signer £ times can only produce k valid signed messages.

The signer creates a matrix A and a trapdoor which allows him to sample short §~ D, for some standard
deviation o, satisfying A5 =t for any ¢ € Z,. In the concrete instantiation, the matrix A, along with the

4 Still, investigating this stronger assumption with appropriate functions f could be an interesting research direction.
The one-more-ISIS assumption in 3] does allow the adversary access to an oracle to obtain pre-images of arbitrary
vectors, but requires him to find pre-images for a random set of vectors to win the game.

® For example, the expected squared norm of a 512-dimensional Gaussian of standard deviation o is 5120°. The
probability that the sum of three such Gaussians have squared norm less than this is less than 27160,



trapdoor and sampling algorithm, is as in the NTRU-based signature scheme (30, 69].6 The signer also creates
random matrices B; and B, (their dimensions will be clear from their usage). The public key is A, By, By
and the function f, while the secret key is the trapdoor for A.

If the user wants to sign a (digest of a ) message 7, he sends to the signer an Ajtai commitment of his
message committed under randomness 7 as ¢ = Bym + By, along with a zero-knowledge proof (using [57])
that 7 and 7 have small norms and the linear relation ¢ = Bym + B,r is satisfied. The signer checks the
proof, creates a uniformly-random “tag” x € [N] and then uses the trapdoor for A to create a short pre-image
§ satisfying

AS = f(z) + Bym + Byf. (1)

The pre-image § and the tag x are sent to the user. In order to prove that he has a signature of a message i,
the user reveals m and creates a zero-knowledge proof of knowledge of 3,z satisfying (1). In the case that f
is a linear function, the exact same proof from [57] for proving ¢ = Bym + B,7 can be used here as well.

The anonymity of the blind signature (i.e. that the signer cannot figure out during which interaction m
was signed) is ensured by the fact that 7 is transferred to the signer in a computationally-hiding commitment
scheme and all the proofs are zero-knowledge. The more interesting part of the proof is showing that a user
cannot produce more signed messages than the number of queries that he makes to the signer. We will show
that if there is an adversary who can forge in the blind signature scheme, then there is an algorithm who can
solve the ISIS; problem.

Given the matrix A and a function f in the ISIS; problem, the reduction chooses matrices with small
coefficients R; and R,, and then creates B; = AR; and B, = AR,. By the LWE assumption, these look
indistinguishable from uniform. The public key for the blind signature is thus A, B;, Bs, along with the
function f. In his first move, the adversary sends an Ajtai commitment to a message 1 using randomness 7~
along with a zero-knowledge proof that the commitment is valid. In particular, the zero-knowledge proof
ensures that the commitment is of the form B;m + By7 , and the reduction can extract the m and 7. By the
construction of B; and By, we have Bym + By = A(R;m + Ry7). The reduction then calls the oracle in
the ISIS; definition and receives some 5,z satisfying As'= f(x). Notice that the reduction can now create
§ = 5+ Rym + Ry7 that satisfies

A = f(x) + By + ByF. (2)

The tuple (5/ ,x) could be a valid signature except for the fact that the distribution of § is not a discrete
Gaussian (as in the real scheme), but is a Gaussian perturbed by Rym + Ro7. To get 5 to be a discrete
Gaussian, the reduction can use rejection sampling as in [53, Theorem 4.6] which converts shifted Gaussians
into zero-centered ones. If we accept, then we can send 5 and x to the adversary as the signature of 7. If
there is a rejection, then we can again query the oracle to obtain another § and z and create another potential
vector §, and so on until the rejection sampling procedure accepts.

The above shows that the view of the adversary is identical in both the simulation and the real signature
scheme, and thus the adversary should be successful in creating a signature for a new message 7. In other
words, he is able to prove knowledge of an 2 € [N] and vectors m, 7 satisfying (1), and these can be extracted
by the extractor. Since B; = AR; and B, = AR,, we have the potential solution to the ISIS; problem being

A(5 = Ryiit — Ryf) = f(a), (3)
There are three possibilities for the x that is used in the forgery

1. z has not been queried to the oracle

2. z has been queried to the oracle, but was not seen by the adversary (i.e. it was discarded by the reduction
during rejection sampling)

3. x has been queried to the oracle and seen by the adversary

6 This implies that the scheme would be instantiated over some polynomial ring rather than Z,,, as in the description
in this section. But since Z,, is a sub-ring of the polynomial ring, all operations in the polynomial ring can also be
described as operations over vectors over Z,,, and so the description in this section is actually more general than we
will need to be.



In case 1, Equation (3) directly gives a solution to the ISIS; problem. In case 2, the fact that = was already
queried means that the reduction has a vector 5 satisfying A5 = f(z). If § # §— Ry — R,7, then we
again have a solution to ISIS;. Because the adversary never saw § and the entropy of pre-image sampling is
(exponentially) large, there is only a negligible chance that 5 = 5 — Rym — Ry7.

In case 3, the adversary knows the value 5 = 5 + Rym’ + Ry where 5 was such that A5 = f(z), and it
produces a forgery &,m # m’, 7 satisfying A(5— Ry — Ro7) = f(x). If & = 5§— Rym’ — Ry # §— Ry1h — RyT,
then we have a solution to the ISIS; problem. In order for this to not be a solution, the adversary would need
to create §,m # m’, 7 such that

(3—38)+ Ry (M —m') + Ry(F—7) =0. (4)

To prove that even an all-powerful adversary will fail to create such an equality, we need to rely on the
entropy of the matrix R;. In particular, we can set the distribution of R; such that for every column of R,
there exists another R} which differs from R, in only that column, satisfying AR, = AR} (c.f. |55, Lemma
4.4]). If for every Ry, there is such a set of R}, then for the R} which differs in the column corresponding to
the coordinate where 7 and 7 differ, we will have R, (m — m') # R} (1 —m’). An important point is also
that when receiving the vector §, which is a result of rejection sampling that involves Rym, the value of R; is
hidden since the output of the rejection sampling hides the specific Rym. In short, the success probability of
the reduction breaking the ISIS; problem is at least half the probability that an adversary can forge the blind
signature.

Adapting the above to anonymous credentials and other privacy primitives. The framework for creating an
anonymous credential scheme is virtually identical to the one above for a blind signature scheme. The first
part of the scheme is the issuance of a credential for a set of attributes m. This is done in the exact same
manner as signing in the blind signature scheme. The user submits a commitment to a vector of credentials
m along with a zero-knowledge proof that the commitment is validly formed, and the issuer creates a random
tag x along with a pre-image vector § satisfying (1). The one difference in an anonymous credential scheme
over a blind signature is that the user may not wish to reveal the entire attribute vector m, whereas in the
blind signature scheme, the whole message is revealed. In this case, he can simply reveal the sub-vector 7’ of
m that he wishes and then prove knowledge of the remaining part of 7 in the zero-knowledge proof. The
security proof for the anonymous credential scheme is virtually identical to the one for the blind signature.

One can also easily adapt the framework to create a group signature scheme. The only change versus an
anonymous credential scheme would be that the user would additionally create a lattice-based encryption of
x along with the zero-knowledge proof, and additionally prove (again using the zero-knowledge proof from
[57]) that the ciphertext is a valid encryption of x. The size of the signature will be larger than that in [56],
but the advantage is that signing and verification time does not scale linearly in the group size.

1.2 Related Work

Prior works building privacy-preserving primitives such as group signatures, blind signatures, and anonymous
credentials |68, 61, 67], circumvented the need to prove knowledge of a random oracle pre-image by using the
standard-model digital signature framework of [1] instead of the hash-and-sign based approach. But these
standard-model signatures are a factor 5X - 10X longer because instantiating standard-model signatures
requires larger parameters and does not allow instantiating the trapdoored matrix A via the NTRU assumption
as we do.

Other constructions of efficient blind signatures [3, 13] which do not start from the signature in [1], and
do in fact use the NTRU trapdoor, unfortunately cannot be extended to anonymous credential schemes while
utilizing the the compact proofs from [57| for simple lattice relations. The technical reason is that in these
blind signature schemes, the user gets the signer to blindly sign H(u) for some message p and cryptographic
hash function H. In the proof, he reveals the whole u, and proves knowledge of a simple relation that includes
H(). Because the user will only ever give one proof that includes p, revealing p is perfectly fine. In an
anonymous credential scheme, however, one may want to get a set of credentials (i.e. u = M/||NH) blindly



signed, and then reveal only the z part of it. This will require proving knowledge of a " that satisfies some
relation involving H(y/[|11”), which results in longer and slower proofs.”

1.3 Concurrent Work

We discuss concurrent works [45, 47], of which [45] was recently updated with applications to anonymous
credentials and appears at CRYPTO’23.

In common with prior work |68, 61, 67|, both [45] and [47] avoid proving knowledge of random oracle
preimages. Both works follow the paradigm of ‘signatures with efficient protocols’ and design lattice-based
digital signature schemes tailored towards efficient zero-knowledge proofs of a message and signature. The
second work, [47] defines a new cryptographic primitive called commit-transferable signatures (CTS) in order
to instantiate this paradigm more efficiently. Similarly to our work, they rely on existing frameworks such as
[58] (with [45] additionally relying on [74])) to produce efficient zero-knowledge proofs to use inside their
constructions.

The biggest difference between our work and [45, 47] lies in the use of cryptographic assumptions. The
anonymous credential contructions of [45, 47] rely solely on the SIS and LWE assumptions and their ring
variants. In contrast, our work relies on the new ISIS; assumption which we introduce. The main benefit
of this new assumption over the approaches in [45, 47] is that it allows us to use zero-knowledge proofs of
[58] to prove significantly fewer and simpler relations. This leads to a large efficiency improvement in our
anonymous credential constructions, with [45, 47] offering credential sizes of roughly 640KB and 500KB
respectively, and our work offering sizes of roughly 120KB (under ISIS;). Further, while [45, 47| rely on
trapdoor sampling techniques for standard lattices from [64], we rely on NTRU lattices and NTRU-based
trapdoors [30, 69]. Finally, as noted in [47], we use minimalistic definitions of anonymous credentials which do
not incorporate pseudonyms or user secret keys. Including these aspects would require additional commitments
and zero-knowledge proofs which would increase the complexity of our anonymous credentials, although we
do not believe they would add too much extra overhead.

1.4 Discussion and Open Problems

The most pertinent open problem is to analyze the hardness of the ISIS; problem when instantiated with
a random linear f, or perhaps other classes of slightly higher-degree functions f which still yield efficient
zero-knowledge proofs.

Another open problem is to come up with a possibly stronger assumption that would result in tighter
reductions for our schemes. In particular, we feel that breaking our blind signature and anonymous credential
scheme is more difficult than what the security reductions imply. For example, we need to set parameters so
as to allow rejection sampling to work and for the matrix R; to be chosen such that with high probability
there is another R] satisfying AR; = AR).

If one looks closely at the proof sketch in Section 1.1, what we have essentially done is give a reduction
from ISIS; to an “interactive” version of ISIS; in which the adversary has more control over the pre-images
that he receives. In the ISIS; problem, the adversary is given an oracle that outputs 3,z satisfying As'= f(z),
whereas in the “interactive” version, the adversary can choose 1 and 7 as in (1) and then receives a random z
and § satisfying (1). His goal is then to satisfy (1) for a fresh m. We have shown that if the random matrices
B, and B, are constructed as AR; and ARy, and other parameters are set appropriately, then using rejection
sampling we are able to transform &,z that satisfy A5 = f(x) into &,z that satisfy (1). Furthermore, picking
an R, from a wide-enough distribution to guarantee the existence of another R satisfying AR, = AR} was
required to assure that the adversary could not create a forgery that satisfied (4). It is very much possible,
however, that setting the scheme parameters to allow for these particularities of the proof to go through is
not really necessary for security. Since asymptotically, the interactive ISIS; problem is as hard as ISIS, it

" The blind signature protocol of [13] does require a zero-knowledge proof involving H(-), but this proof is only done
in the intermediate interaction between the user and the signer, and so its relative inefficiency does not affect the
signature size.



Attributes Assumption

ISIS; | interactive ISIS; | Strong-RSA [23] | gSDH |20] |
8 122KB 26KB 1319B 608B

16 133KB 29KB 1910B 8658

Table 1: Output sizes for the anonymous credential schemes with 8 and 16 attributes.

makes sense to examine the interactive version on its own with a more favorable parameter setting. That is,
one could make the assumption that the interactive version of the ISIS; problem is hard in the parameter
range that does not yield a reduction from ISIS f.s In Table 1, we give example parameters of instantiations
of an anonymous credential scheme based on the ISIS; assumption and parameters required if one assumes
hardness of the interactive version. The scheme based on ISIS; is noticeably more compact than the previously
most efficient anonymous credential scheme [45], which has output sizes of around 650KB. But as we also see,
there is a noticeable advantage in setting the scheme parameters smaller and assuming that the problem
(interactive ISISy) is still hard. We believe that analyzing the security of this version of the problem, and
possibly building other more efficient schemes based on it, is a promising research direction when it comes to
building practical lattice-based schemes.

One of the main appeals of lattice cryptography, in addition to its versatility, is that its underlying
operations are very fast when instantiated over polynomial rings. It is therefore quite conceivable that
lattice-based constructions will be the fastest option out of all the post-quantum alternatives. Since most
anonymous credential schemes involve real-time interaction (e.g. credit card usage), speed is a very important
consideration in their real world deployment. Unlike the many efforts to construct efficient software for
discrete log, pairing-based, and PCP/IOP-based proof systems, there has not been much concentrated effort
to develop software for efficient lattice-based primitives. Part of the problem has been that there were not
many lattice-based protocols which were compact enough to be considered for practical deployment. We hope
that this paper provides some motivation for creating implementations of lattice-based privacy primitives
that are real-world ready.

2 Preliminaries

Let A be a security parameter which is provided in unary to all involved algorithms. For n € N, let
[n] :={1,...,n}. Let Z, denote the ring of integers modulo p. We write ¥ € Z," to denote vectors over a ring
Z,,. Matrices over Z, will be written as regular capital letters. By default, all vectors are column vectors.
We define U(S) to be the uniform distribution on the finite set S. We write x - D when x is sampled
according to the distribution D. Sometimes, we abuse the notation and write x <— S to denote = < U(S5).

Lattices. Let B = {51, .. ,I;n} C R" be a set of linearly independent vectors. The n-dimensional full-rank
lattice generated by B is defined as follows:

n
A=A(B):= {ZCZI;Z DClye.e,Cp € Z}.
i=1
We denote B = (Eg)ie[n] to be the Gram-Schmidt orthogonalization of B. Further, define the Gram-Schmidt
norm of B as ||B| := max;eiy, ||I_JZ||
8 This is similar to how the SIS and LWE problems were first introduced — solving their random instances was shown
to be as hard as solving lattice problems in the worst case |4, 65, 70|, but now the SIS and LWE problems are

used with parameters which do not satisfy these original reductions because these problems have since been very
well-studied on their own.



Cyclotomic Rings. For a power of two d > 4 and a positive integer p, let K = Q[X]/(X?+1) denote the 2d-th
cyclotomic field and R = Z[X]/(X® + 1) be the corresponding ring of integers. Lower-case letters denote
elements in R and bold lower-case (resp. upper-case) letters represent column vectors (resp. matrices) with
coefficients in R. For a modulus ¢ € N, we define R, := R/(q) = Z, [X]/(X® + 1). Further, we define R, to
be the set of polynomials in R, which are invertible over R,. For € N, define S, := {x € R : ||z|» < n}.

Recall that, for any A € Ry™™, the g-ary lattice A;‘(A) is defined as A;‘ (A) :={xeR™: Ax = 0 mod ¢}.

Coefficient representation and multiplication matrices. For a polynomial vector x € Rl, define Coeffs(x) € 7"
to be coefficient vector of x. Similarly, Coeffs ™' (%) € R! is the polynomial vector with coefficients 7.
For a polynomial f = fo+ fiX + ...+ fa_1 X* ' € R, we define the multiplication matrix rot(f) € Z4*¢

as:
fo —fa—1---—N1
win=| T
faci - 1 Jo

In particular, we will use the property that for f,g € R, rot(fg) = rot(f)rot(g). We extend this definition to
matrices over R. Namely, for a matrix F = (f; ;) € Ry™™, we define

rot(fi,1) rot(fi2) ... rot(fi,m)
rOt(F) — . . . . e anxmd.

(0t(fr.1) 10t(fos) - - 10t fom)

Then, for any polynomial vector x € R;n we have the following property over Z,:
Coeffs(Fx) = rot(F)Coeffs(x).

Discrete Gaussian distribution. We recall the discrete Gaussian distribution used for the rejection sampling
and trapdoor sampling.

Definition 2.1. The n-dimensional Gaussian function ps z: R — (0,1] is defined by

. 2
o (@) i= exp <M> .

25

For any coset A+t of a full-rank lattice A C R", psz(A+ t) = Y seariPs,c(T). Then, the discrete Gaussian
distribution over a coset of a lattice A+t centred around &€ R"™ with standard deviation s > 0 is given by

ps,E(f)

VZEeA+6,D, . - AT):= 227
SR Ve

C

We write DZE when A = Z". Similarly, we ignore the subscript ¢ when the distribution is centred around
0ez".

Smoothing parameter. We recall the definition of a smoothing parameter [65]. Namely, for any n-dimensional

lattice A4 and a real number ¢ > 0, the smoothing parameter 7.(A) is the smallest s > 0 such that

P %(A*\{O}) < e. We also consider the scaled version 7. (A) = \/%ne(/l). Further, for any € > 0 we define
2 T

s ™

Nmin(€) € R to be such that PrAFRZXm [, (/1qL (A)) > Nin(e)] < 27% Note that 7,5, can be computed as in
[18, Lemma 2.5].



Tail Bounds We recall the following tail bounds which are widely used in the literature. The first one focuses
on discrete Gaussians over integers and follows from [9, Lemma 1.5(i)] and was adapted in [53, Lemma
4.4]. The next one by Micciancio and Regev |65, Lemma 4.4] is a tail bound on discrete Gaussians over any
full-rank lattices.

Lemma 2.2 ([53]). Let &<+ D; andt > 1. Then

2
1—

Pr[||Z]| > t-svn] < <t€2t>n.

Lemma 2.3 ([65]). Let A be an n-dimensional full-rank lattice, ¢ € R", 0 < ¢ < 1 and s > n.(A). Let

T4 Dygz Then Pr[||Z — ¢ > sy/n] < 127"

Preimage sampling. Let A € Rgxm. Then, we denote A;l(u) to be the random variable x D;"d conditioned
on Ax = u over R,.

Rejection sampling. Rejection sampling |52, 53] is a widely used technique to ensure the zero-knowledge
property of many lattice-based (non-)interactive proofs.

Lemma 2.4 (Rejection Sampling [53]). Let V C R’ be a set of polynomials with norm at most T and
p: V —[0,1] be a probability distribution. Fix the standard deviation s = oT for a = O(\/)). Let

oA+1) 1 1
M = —— -+ — | =0(1).
exp ( loge 5 + 2a2> 0O(1)

Now, sample v < p and y < Df, set z =7y + v, and run b < Rej,(z,v,s, M) as defined in Figure 1. Then,
the probability that b = 1 is at least (1 —2)/M and the distribution of (v,z), conditioned on b =1, is within
statistical distance of 27 of the product distribution p X Df.

Rej (Z,7, s, M)
1w+ [0,1)
2: if u > ﬁ - exp (%M) then

3:  return 0 (i.e. reject)

4: else

5:  return 1 (i.e. accept)

Fig. 1: Standard rejection sampling algorithm [53].

Recently, Boschini et al. [18] proposed a generalized rejection sampling method for ellipsoidal Gaussians over
any lattice, which was later used in the context of multi-signatures. Here, we use the (simplified) result from
[18, Theorem B.1] to apply rejection sampling on g-ary lattices”.

Lemma 2.5 (Generalized Rejection Sampling [18]). Take any o, T >0 and e < 1/2. Let v e Ry" be
such that |[v|| < T, A € Ry™™,w € Ry and t := Av € R, . Also, pick s > max(aT), né(Aql(A))). Then, for

any
1 t 1 -1

t >0, M::exp<2+>, 5::2<+6>exp<—2t2-ﬁ ),
200 (67 1—¢ T

the statistical distance between distributions RejSamp and SimRS defined in Figure 2 is at most 557 + %

Moreover, the probability that RejSamp outputs something is at least 1—]\_45 (1 — ﬁg)

% An almost identical application was described in |18, Section B.4] in the context of proving statistical honest-verifier
zero-knowledge of the Fiat-Shamir with aborts protocol [53].



RejSamp(A, v, t, w) SimRS(A, t, w)
1: if Av # t then return L 1: if Av # t then return L
2y A (w) 2 7+ A (t+w)
3z=y+v 3: return (A, t, w,z) with prob. ﬁ
4: return (A, t,w,z) with prob. min (D;”dm(dz), 1)
M-Dg (z)

Fig. 2: Rejection sampling on g-ary lattices.

2.1 NTRU Lattices

Using terminology from above, let d be a power of two, g a positive integer and f,g € R such that f is
invertible over R,. Let h = g/f € R,. The NTRU lattice associated to h and ¢ is defined as

Ap 4 = {(u,v) e R®:u+wvh=0modq} .

Then, A;, , is a 2d-dimensional full-rank lattice generated by the rows of

— |—rot(h) Iy 2dx2d
Ah’q._|:Q‘Id 0 ez .
We recall that there is an efficient algorithm NTRU.TrapGen, which given modulus ¢ and the ring dimension d,

outputs h € R, and a short basis of A;, ,. This is the core part of the key generation of the Falcon signature
scheme [69].

Lemma 2.6 ([30, 69]). There is an efficient algorithm NTRU.TrapGen(q,d) which outputs h € R, and a
basis B of Ay, , such that |B| < 1.17,/3.

The short basis can now be used for preimage sampling using the well-known GPV framework [41] and its
concrete instantiation in [30]. Namely, for any ¢ € R, one can efficiently sample (u,v) € R? from a discrete
Gaussian distribution conditioned on u + vh = ¢ mod ¢q. We use the extended result following [73, Lemma
2.7], i.e. given additionally a € R™, we can efficiently sample (u,v,w) € R™2 from a discrete Gaussian
distribution conditioned on u + vh +a’ m = ¢ mod q.

Lemma 2.7 (|31, 30, 41]). Letn € N and e = 27" /(4d). There is a PPT algorithm GSampler, which takes

(h,B) < NTRU.TrapGen(q,d), a € R;", standard deviation s > 0 and a target vector ¢ € R, as input, and

outputs a triple (u,v,w) € RZ”’H such that

A ([h a’ 1]5_1 (¢),GSampler(h,a, B, 5,c)) <27
as long as

s> 1.17/q - n.(Z) where n.(Z) =~

3=
N
=3
7 N\
[\)
+
oo
~~

2.2 Module-SIS and Module-LWE Problems

The security of our schemes relies on the well-known computational lattice problems Module-LWE (MLWE)
and Module-SIS (MSIS) [48]. Both problems are defined over R,.

Definition 2.8 (MSIS,, ., 5). Given A « Ry™™, the Module-SIS problem with parameters n,m > 0 and
0 < B < q asks to find z € Ry such that Az =0 over R, and 0 < ||z|| < B. An algorithm A is said to have
advantage € in solving MSIS,, ., 5 . if

AdVYB 5 (A) :=Pr|0< ||z < B A Az=0[A+ RI™ 2+ A(A)| > e

If the modulus is clear from the context, then we drop q from the subscript.
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As for Module-LWE, we consider its “knapsack version” which is equivalent to its standard definition up to
an additive negligible factor for typically chosen parameters |36, Appendix C]. In the paper we will use both
versions and assume they are equivalent.

Definition 2.9 (MLWE,, ,, , ,)- The Module-LWE problem with parameters m > n > 0 and an error
distribution x over R asks the adversary A to distinguish between the following two cases: 1) (A, As) for
A<+ Ry*™, a secret vector s < x™, and 2) (A,b) < Ry™™ x Ry . Then, A is said to have advantage € in
solving MLWE,, ., o if

AdVIYE (A) =

n,m,X,q

Pr [b: 1‘A<—Rgxm; s+ X" b(—A(A,As)} (5)
~Pr[b=1]Ac R b Ry b A(AB)]| = e

For simplicity, if x is a uniform distribution over S, then we simply write MLWE,, ,,, ., .. Also, we drop the
subscript q if the modulus is clear from the context.

2.3 Non-Interactive Zero-Knowledge Proofs in the ROM

In this paper, we consider binary relations R C {0,1}* x {0,1}". Then define Ly := {x € {0,1}" : Jw, (x,w) €
R} to be the language corresponding to R. We refer to x as a statement and w as a witness.

We recall the (slightly adapted) definitions of non-interactive zero-knowledge proofs (NIZK) in the random
oracle model from [67].

Definition 2.10 (NIZK). A non-interactive zero-knowledge proof system ITyizx for the relation R consists
of three PPT algorithms (Setup, Prove, Verify) which are defined as follows:

— Setup(l)‘) — crs : the setup algorithm which outputs the common reference string crs € {0, 1}12()‘),

— ProveH(crs, x,w) — w/L: the prover algorithm takes as input the common reference string crs € {0, l}z,
statement x and witness w, either outputs a proof m or an abort symbol L,

— VerifyH (crs,x, m) — 0/1: the verifier algorithm takes as input the common reference string crs € {0, 1}Z,
statement x and a proof ™ and outputs a bit b where b =1 means accept and b = 0 means reject.

Unless stated otherwise, we assume that crs can be generated as the output of another random oracle. In
other words, crs is a common random string. Hence, our protocols do not require a trusted setup.

We recall the key properties of NIZK used in this paper: (i) correctness, (ii) zero-knowledge, and (iii)
multi-proof extractability (i.e. straight-line extractability).
Definition 2.11 (Correctness). We say that a NIZK proof system Ilyzx is correct if for all crs € {0, l}e
and (crs, x, w) € R, the probability that ProveH(crs,x, w) outputs L is negl(\), and:

Pr |:7T — ProveH(crs,x, w) : Verify(crs, x, w) = 1

7w L] =1 — negl()).

Definition 2.12 (Zero-Knowledge). We say that a NIZK proof system Ilyzk is zero-knowledge if there
exists a simulator S = (Sy, S1) which consists of two PPT algorithms with a shared state such that for any
PPT adversary A we have

AdVES (A) = ’Pr[l o AP (crs)] — Prfl o AS0S (crs)]’ — negl(\)

where Prove and S are prover and simulator oracles which, given (x,w), output L if (crs,x,w) € R and
otherwise return Prove” (crs, x, w) and S;(crs, x) respectively. The probability is also taken over the randomness
of generating the common reference string crs < Setup(l/\).

Finally, we consider multi-proof extractability which corresponds to straight-line extractability. Here, the
adversary can pick the statements adaptively. In order to perform extraction in this stronger setting, the
common reference string is simulated and the corresponding trapdoor is provided to the extractor.

Definition 2.13 (Multi-Proof Extractability). The following hold:

11



CRS Simulatability. For any PPT adversary A, we have:
AdvET,, (A) == |Prlers + Setup(1*) : 1 + A" (crs)] — Pr[(cfs, 7) < Ses(1) : 1 = AH(ch)]‘
s negligible.

Straight-Line Extractability. There exist constants ey, eq, ¢ such that for any Qu, Q, € poly(\) and any PPT
adversary A that makes at most Qy random oracle queries with

(CFS7 T) <_ SCYS(IA)’
{6 m) Yo,y AH(C?S)

where () is non-negligible, we have

Pr Vi € [Q,], Verify (cFs, x;, m;) = 1| > e(\),

(cF5, T) ¢ Sers(1), {(x5 1) bici.) A" (cFs),
Pr | {w; < Multi-Extract(Qy, Q,, 1/e,c¥s, 7, x;, ;) }icjo.] * | =
Vi € [Q,], (cFs, xi, w;) € R A Verify" (cFs, x;, ;)

% -e(A\) — negl(A)

where the runtime of the extractor is upper-bounded by Qy - Q52 - ﬁ - poly(}).

For proving various soundness properties, we will deal with expected PPT knowledge extractors. Since security
of our protocols rely on computation assumptions, it is essential for us to transform these extractors into
strict PPT algorithms. Below, we show a standard way to achieve this goal.

Lemma 2.14 (Expected-Time to Strict-Time Transformation). Take any efficient binary relation R
and any statement x. Let A be a probabilistic algorithm which runs in expected time at most T and

Pr  [A(crs,z) - w: (z,w) € R] = e.
crs«{0,1}*

Then, there is an algorithm B with an oracle access to A, which runs in time at most % and

Pr  [BA(crs,z) — 1] > /2.
crs<f{0,1}(Z
Proof. The algorithm B is pretty intuitive: given input (crs, x), it runs A(crs, 2) and checks whether A did
output a valid witness w. However, if the total runtime is more than T,,, := 27/¢, then B aborts.
Denote X to be the binary random variable, which determines whether the output w from A is valid.
Similarly, let Y be the runtime of A(crs, x) . Then, we are interested in

PriX =1AY < Tyo] > Pr[X = 1] — Pr[Y > T,

Note that Pr[X = 1] = ¢, and also by Markov inequality we have Pr[Y > T,..] < €/2. Hence, this concludes
the proof. O

3 The ISIS; Assumption

This section introduces a new family of lattice-based assumptions called ISIS; (where ISIS stands for
Inhomogenous Shortest Integer Solution). With a similar flavour to the recently proposed lattice assumptions
[5, 2], the adversary is given short preimages of random (but not necessarily uniformly random) images
and its task is to come up with either a short preimage of a new image, or a new preimage (i.e. not the
one received earlier) to one of the images which was sent. More formally, let n,m, k € N where the first
two variables correspond to the matrix dimensions and the last one represents the number of samples. We
consider a uniformly random n x m matrix A over R, and an efficiently computable function f : [N] — Zj .

The adversary is given xq,...,z; < [N] as well as vectors sq,...,s; € Z;', where each s; + AN (f(x).
Then, it needs to come up with a new pair (z*,s") (in particular, different from the previous ones) such that

As™ = f(z") and s" is short.

12



Exppp ' (A)

ARy

for i € [k] :
x; [N]
S; < Ag Hf ()

(2" ) A(A, (zi,8:)ieqr)

if ( s"=f(="))A(0< ||s | <B)A((2",s8") & {(zi,8:) 2 i € [K]})
then return 1

else return 0

Fig. 3: The ISIS; experiment.

Definition 3.1 (The ISIS; Problem). Let pp := (¢q,d,n,m, N, k,s,B) be a tuple of functions of the security
parameter X. Consider any efficiently computable function f : [N] — Rz. The ISIS; assumption is defined by
the experiment in Figure 3. For an adversary A, we define

Advps ™’ (A) = Pr[Expps >’ (A) — 1].

ISIS

The ISISpp assumption states that for every PPT adversary A, Advpy * (A) is negligible.

3.1 Concrete Instantiations of f
3.1.1 Random Function

An intuitive choice for f = RF is a random function, modelled in the security analysis as a random oracle.
In this case, if N = w(poly(A)) then following the GPV signature proof [41, Proposition 6.1], ISIS; can be
tightly reduced to the plain Module-SIS assumption. Unfortunately, the issue with picking f to be random is
that in our constructions we need to prove knowledge of a preimage of f. This becomes slightly awkward
since then we would require proof systems that can actually prove statements related to the random oracle f.

3.1.2 Binary Encoding

In our constructions we will use the following family of functions f. Let ¢ € N and take any matrix B € ngXt.
Then, the function is defined as:

f(z) := Coeffs (B - enc(z)) € Ry

where enc(z) € {0,1}" is a binary decomposition of x — 1. Hence, naturally N = 2°. Clearly, proving knowledge
of a preimage x of f, i.e. f(x) =y, is equivalent to proving knowledge of a binary vector @ € {0,1}" such
that Bi = Coeffs(y). This, in turn, can be proven using the [57] framework. The main purpose of the matrix
B is to provide flexibility when setting N and has no significant impact on the security (apart from a few
naive special cases). We denote the corresponding ISIS; problem as ISISy;,. In the following, we propose a few
standard attacks on ISISy;,.

Relations to finding a short vector in the lattice. Regardless of the choice of f, one of the most naive attacks
would be to simply try any x and then use the lattice attacks to find a short vector s* such that

As" = f(z)

which has a flavour of the Inhomogenous-MSIS problem. Now, if B is a zero (resp. identity) matrix then this
corresponds to the plain (resp. Hermite Normal Form) Module-SIS [33].

13



We propose another attack, which this time actually makes use of the k pairs (:vi,si)ie[k]. Denote
@; = enc(x;) and §; = Coeffs(s;) for i € [k]. Then, by definition of ISIS,;, we have '’

[rot(A) —B] S =0 where S:= [ ik} € Zimxk, (6)

...uk

Sl

Here, the attack is to consider the lattice A generated by columns of S and find a short vector (5, 4") € 4,
such that ||5%| < B,a" € {0,1}" and (5%,@") ¢ S. We briefly explain why this allows us to solve ISISy;,.
Suppose we found a vector (vy,...,v;) € Z]; such that 5 = Zle v;5; and @ = Ele v,1i;, where 5 and @
satisfy all the conditions above. Then, for s* = Coeffs ' (5*) we have

k k k
As" = Z v;s” = ZviCoestfl(Bﬁi) = Coeffs " (Z v; - Bﬁi) = Coeffs ' (Bi").
i=1 i=1 |

Finally, by the conditions above, this gives us a valid ISISy;, solution.

A naive solution to obtain (5%, %") would be to hope that S has full-rank md + t for large enough instances
k. Then, the adversary could pick any valid (5§*,%") and compute the linear combination vy, ...,v; € Ly
using linear algebra. The hardness of this problem lies in the fact that by (6) and the rank-nullity theorem,
we have that the rank of S is at most nd. Since in all our applications n < m, this implies that S will never
have rank at least md + t.

Relations to integer linear programming. Let us denote u@; = enc(z;) for ¢ € [k]. The attack involves finding
a short non-zero vector v € Z]; such that Zle v;il; = 0 (mod q). Note that if @y,..., ), as well as ¥ are
sufficiently short w.r.t. ¢ then the equation above holds over integers. Now, we can use techniques from integer
linear programming (ILP) |16, 42] to find such a vector ¢. In particular, Herold and May [42, Theorem 1]
showed that under some mild assumptions, one can efficiently find such a binary vector ¢ € {0, 1}k, as long
as k > 2t. Let i € [k] such that v; # 0. Then, if we denote s := —(3_;_; v;8;), then

As™ = - Z v;As; = — Z ijoeffsfl(Bﬁj) = v,Coeffs ! (Bii;) = Coeffs ' (Bii;).
i i

If ¢ is larger than the norm of the shortest norm of /1;‘(A)7 then by the unpredictability argument (c.f.
Lemma 3.8), with non-negligible probability we have s* # s,. Now, using the standard tail bounds (c.f.
Section 2), we can upper-bound the norm of s* by (k — 1) - sv/md. Hence, if B is larger than that value
then (s”, f_l(bl-)) is a valid 1SIS,;, solution''. Therefore, in order to prevent such attacks, we need to set
B ~ sv/md to be close to the tail bound of the discrete Gaussian distribution with standard deviation s.

3.2 Interactive Version

We are ready to introduce the interactive version of the ISIS; problem which will be used as an underlying
cryptographic assumption for our anonymous credentials. The main difference is that we allow the adversary
to make preimage queries with respect to adaptively chosen messages, i.e. it has access to the preimage oracle
Opre- Here, Op on input (m;,r;) first samples x; <- [N] and then returns z; along with

_ m;
o nn (e[
K3
where C is a uniformly random public matrix. The adversary’s goal is to come up with a new tuple
(z*,s", m",r") such that s*, m*, r" are short vectors,

m
*
r

As* = f(z*) + C [ ] (7)

1% We recall the skew-circulant matrices and the function rot in Section 2.
H Obviously, one could try to use ILP for smaller k to decrease the bound on s*.
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Expps " (A) Opre(m, 1)
1A+ RY™ L if [[(m,1)|| < B,
9 C RO Emtty) 2 then return L
: q
3 M=0 3: z <+ [N]
t s ) e A% (AC) sl (s e|F])
. * * * m * -
5: if (m g./\/l)/\<As =f(z)+C[r*]>/\(0<Hs ||§BS)/\(H(m,r)H§Bm) 5 M« MU{m}
6:  then return 1 6: return (z,s)
7: else return 0

Fig. 4: Interactive version of the ISIS; problem.

and m" ¢ {my,..., m;} where k is the number of oracle queries. In order to avoid trivial attacks, we require
the inputs (m;,r;) to the preimage oracle O, to be short vectors as well.

Definition 3.2 (The Interactive ISIS; Problem). Define public parameters pp := (q,d,n,m, ., £, N,s, B, B,,)
as a tuple of functions of the security parameter \. Consider any efficiently computable function f : [N] — R;
The Int-ISIS; assumption is defined by the experiment in Figure 4. For an adversary A, we define

Int ISIS Int-ISIS ;

Adv, (A) = Pr[Exppp (A) —1].

The Int-ISIS assumption states that for every PPT adversary A, Adv Int 1515,

(A) is negligible.
The main result of this section is an efficient reduction from the interactive ISIS # to the one in Definition 3.2.

Theorem 3.3 (Int-ISIS; = ISIS;). Let pp := (¢q,d,n,m,{,,, L., N,s,B,,B,,) be public parameters such
that q¢/2 > B, > 1,m =nlogq+r, and

1 1 -1
M := exp <1 + 2) and € :=2 (H) exp <2a2 .l )
2a 1-e¢ T

where e < 1/2,a > 1 and r > 0. Suppose s > max (nmin(e), aBB,,dv/ (4, + Kr)m) . Then, for every adversary

A which makes at most QQ queries to Oy, there is an adversary A" which runs in time essentially identical
to A and

ISIS
Adv 7
pp

Int ISIS _ L, +4, "\ 4 L 2 B maxQ
(4) = GQAd A -"5g (1” ) =% ~ TN

—d+2
_ b gra Q_, o (S )2
3 2M M 3

where pp’ := (q,d,n,m, N, T0..Q, 5, B = By + B,,d\/(€,, + £,)m) and Ty, satisfies (1 — %)

T, _
max S 2 )\'

Proof. Assume without loss of generality that .4 makes exactly @ queries. We will prove the statement using
a hybrid argument. Namely, in each game we will either modify the execution of the O, oracle, or change
the execution of the challenger. In the following, define E; to be the event that A wins the Int-ISIS ; experiment.

Game;: This is the standard Interactive ISIS; game. Hence, Pr[E;] = €. Let us denote the preimage or-
acle O := Ope.

Game,: Here, instead of sampling C uniformly random, the challenger first picks a uniformly random matrix
of binary polynomials D € R?X“’”HT) and sets C = AD.
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O,(m,r) Oy(m, 1) O3(m, 1)
L if [|(m,1)|| > B,, L if ||(m,r)|| > B,, 1: if ||(m,r)|| > B,,
2 then return L 2: then return L 2 then return L
3:ctr=0 3:ctr=0 3 v=D|™
4: while ctr > 0 do 4 p=1 r
5 < [N] 5: while ctr < T}, do 4 ctr :LO
i, m 6: z<+ [N bip=
6 s<—Asl(f(w)+C[r]> ’ [Jl m 6: while ctr < T}, do
7 u<+[0,1) s A <f(m)+C{r]> 7 f“[l\ﬂl i
8 ifu< i 8 w<[0,1) 8 s <—7A5 (f(2))
9: M~ MU {m} 9 fu<GAp=1L: 9 s=s+v
10: return (z,s) 10: M +— MU {m} 10: u[0,1) :
11:  ctr=ctr+1 11: p=(x,8) 11:  if u < min (%,1) Ap=_L:
12: return L 12:  ctr=ctr+1 M-Dyv(s)
13: return p 12: M = MU {m}
13: p=(x,8)
14:  ctr=ctr+1
15: return p
Fig. 5: Preimage oracles O, used in the hybrid argument.
£, 0 - d
Lemma 3.4. Pr[E,] > Pr[E,] — futle (1 +2 ) L
Proof. The result follows directly from the ring version of the leftover hash lemma [19, Lemma 7]. O

Games: In this game, we run O, as O defined in Figure 5.
Lemma 3.5. Pr[E;] = Pr[E,].

Proof. Define CTR to be the random variable which is the value of ctr when O; actually outputs (,s). Then,
for any (m,r) such that ||(m,r)| < B,,, and any possible output (z,s) we have:

Pr[(z,s) + O;(m,r)] = » Pr[(z,s) + O;(m,r) ACTR =]

o

@
I
=

— Z % (1 - ]\14) Pr[(z,s) < Og(m,r)]
i=0
= Pr[(z,s) + Oy(m,r)].

When ||(m,r)| > B,,, then both O; and Oy output L in the first step. Hence, the two oracles behave
identically and thus Pr[Es] = Pr[E,]. O

Gamey: In this game, we run O, as O, defined in Figure 5.
Lemma 3.6. Pr[E,] > Pr[E;] — Q2.

Proof. The only change is that we abort when ctr reaches T},,,. Hence, the statistical distance between O, (m, r)
and O, (m, r) is at most (1 — &)™ < 27* Hence, Pr[E,] > Pr[Es] — Q (1 — &)™ > PrlE;] — Q2. O

Gamej: It differs from the previous game in a sense that we abort whenever O, picks an index z, which was
already sampled, even if it was not sent to the adversary. Recall that we still use the preimage oracle O,.

T2 Q2
Lemma 3.7. Pr[E;] > Pr[E,| — —2p5%.

Proof. The inequality follows directly from the birthday bound. O
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Gameg: We still use the preimage oracle O,. The only change is in the challenger execution. First, the
challenger additionally keeps track of all generated variables. Namely, define

X = { (am s—D [T}) : x and s were generated while querying O,(m, r)} . (8)
In particular, X contains pairs which were not sent to adversary. Further,
V= {(a:,s -D [Iﬂ) : x and s were sent to A by Oz(m,r)} . (9)

Then, we have the following simple relations: |X| = T, @, |Y| = M| < Q and Y C X. In this game, the
challenger aborts when the output vectors from A satisfy the following:

<a:*, s*-D {TD € X\V.

Proof. Denote X := {z € [N]: 3s, (z,s) € X} and similarly for ). It is easy to see that
Pr[Eg Az € Vo] = Pr[Es Ax" €)y] and Pr[EgAz" & Xy] = Pr[E; Az™ &€ X).

Lemma 3.8. Pr[Eg] > 1 - Pr[E;].

In the following, we show Pr[Eg A 2™ € X;\Vo] > 3 Pr[Es Az™ € A;\Vp] which concludes the proof. Suppose
that A wins Game; and the output index is in Xy\), i.e. there exists a unique z such that (z*,z) € X\Y
(by conditions of Games). Because this pair does not belong to ), it was rejected during the execution of Oy
on some input (m’,r’). Define

* /
z':=s"—-D [m*n,l]
r'—r
/ /
By definition of X\Y, s’ ==z + D {r:;} is perfectly hidden among the preimages of f(z*) + C {?} under

A since the adversary did not actually see s’. Let u be a polynomial vector with ternary coefficients in
A/lql(A)7 which exists since m > nlogg. Note that |u|| < vVmd and s> aB,,d\/(¢,, +¥{.)m>+vmd > |u].

*

m
Therefore, s* — D L‘* ] =z < s =2z% and also

ox (—nz*\F)
P52

Pr [Sl = z* E5 A gj* e Xo\yo] S *HZ*HQ 7Hz*+uH2 Hz*+uH2
exp< Py ) + exp <7252 ) + exp (77252 )
1

< p P 2

1+ <CXp <_(z572u}> +exp <<zs;“>)> exp (— H;S‘L )
1

= l[ul®
1+ 2exp (— Py )

< 1 < !

= 71 =~ 5
1+ 2exp (75) 2

By taking the complement, we deduce that

*

Pr[s*—D[I;];éz

§ 1
Finally, note that if E5; A 2™ € &;\)), hold and additionally s* — D {T* } # z, then we must have
(ool ex
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Gameg

. Generate A « R;X'".

. Sample D < {0,1}™*Ent)4 41 d set C = AD.

. Set M =1.

. Sample j* < [Q)].

Run (z*,s",m",r") « AO,(A7 C), where @' is defined below.

. m
. Defines=s"—D o

S =R, BRI

. If all the conditions below hold, then return 1 and 0 otherwise:

m" ¢ M and ||(m",r")|| < B,, and ||s"|| < B, (from the Int-ISIS; game),

AS = f(z") (from the Int-ISIS; game),

— Y(z,8) # (2',s") € X, z # 2 (from Gamey),

— (2",8) € X\Y (from Gamey),

— if ¥ € ), then 2™ must have been generated in the j*-th oracle query (from Game;),
— (2",8) € Y (from Gamey).

Fig. 6: Description of Gamey. Here, @' behaves as O, apart from the j*-th query where it behaves like O
(defined in Figure 5.)

since (z*,z) € X\Y and there is at most one pair in X' of the form (z*,-) by the condition introduced in
Games. This implies that

* 1 *
Pr[Eﬁ Nx € Xo\yo] Z 5 Pr[E5 Nx € Xo\yo]
which concludes the proof. O

Game;: At the beginning, the challenger samples an index j* < [Q]. Then at the end, if 2" € ), and =" was
not sampled in the j*-th query then the challenger aborts. We still use the preimage oracle O,.

Lemma 3.9. Pr[E;] > % Pr[Eg].

Proof. Clearly, if 2* € ), then the game behaves identically as before. However, if 2* € ) then with
probability at least 1/Q we have that 2™ was sampled during the j*-th oracle query. O

Gameg: In this game, only for the j*-th oracle query, instead of executing Oy we run Q5 as in Figure 5.
Lemma 3.10. Pr[Eg] > Pr[E;] — Thay (557 + 2) — 2%
Proof. First, we exclude the case that 7. (/1;‘ (A)) > Nmin which occurs with probability 274, Then, by our

parameter selection and Lemma 2.5, the statistical distance between Os;(m,r) and O,(m,r) is at most

527 + % Hence, the statement follows by the hybrid argument. O

Gameg: For presentation purposes, we summarise the security game in Figure 6. The difference from the
previous game is that the adversary loses whenever

(az*,s* -D [TD €.

—rd

Y
Lemma 3.11. Pr[Eg] > £ Pr[Eg] — == ?),

18



/
Gamegy

. Generate A « Ry*™.
. Sample D = (d;) ¢, +¢,] < {0, 1}mdx(£m+e*)d and set C = AD.
Set M = ().
. Sample j* + [Q].
. Run (z",8", m",r") « AO/(A7 C), where @ as in Figure 6
. If one of the conditions below does not hold, then return 0:
- m" ¢ M and ||(m*,r")|| < B, and [|s”|| < B, (from the Int-ISIS; game),
— Y(z,8) # (z/,8') € X, x # 2’ (from Game;),
— 2" must have been generated in the j*-th oracle query (from Game; and the condition z* € )).
7. Let (mj*,rj*) be the input for the j*-th query, §;- be the generated preimage, and denote the query

O U W N

output as (a:*,sf) e).
8. Let ¢ € [¢,,] be the index for which m}» # mye
9. Flip a bit b < D, where D is defined as D(0) = 1/3 and D(1) = 2/3.
10. If b = 0, then set s = S~ and D = D.

11. If b =1, sample § - D™ and d < {0,1}™ conditioned on
_ « - _ — |m. .+
As = f(z"), Ad=Ad;, s.*:s—i—DL‘]}

where D := [dl ceedye g d (s IR dler]'
12. Define § =s" - D I:‘l*

13. If all the conditions below hold, then return 1 and 0 otherwise:
— AS = f(2") (from the Int-ISIS; game),
— §# 8 (from Game,y and the condition that z* € )).

Fig. 7: Description of the alternative game Gameg.

Proof. We follow the proof strategy from [54, Theorem 3.2]. Note that conditioned on z* ¢ ), the two
security games are identical. Hence, in the following we show

. 277“(1
3

14

m

* 1 *
PrlEg Az™ € Y] > gPr[Eg Nx" e Yol —
Let us consider the following alternative game Gamey defined in Figure 7 and denote Ey to be the event that
the adversary wins Gameg. We claim that Pr[Eg] = Pr[Eq A 2™ € ))]. Indeed, the only change is that the
challenger resamples the vectors s~ (which is the preimage generated in the j*-th query) and D according to

their original distributions conditioned on what the adversary A already knows (e.g. it knows the value s;).

/
Hence, from now on we focus on Gamey.
*

Let us denote §;~ := s —D [I:'l* ] In the following, we will use the fact that when b = 0, we have §;~ =8.

Next, we partition the success probability into two parts: Pr[Eg] = Pr[Eq A 8;» #s;]+ Pr[Eg A §;+ = s;]. Now,
one observes that

PrEg A8« # ;] > PrlEg A8+ #58;+ Ab=0]

1 - _
> g-Pr[Eé/\sj* #8;+b=10]

1 " o _
ZgPT[Eg/\fL‘ EyOAs#sAsj*#sj*bzo]

1 * ~ _
ngr[Eg/\x Eyo/\sj*;ésj*}.

For the second part, let us denote

(3 (3

S(D,i*) := {[dl codpe_yedpyy o dl?er] : Ae = Ad,- Ae € {0, 1}(fm+5r)d}.
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Clearly, D € S(D,i"). Further,

Pr[Eg A8« = s]

For presentation purposes, define the event

E:=(Eg) A (2" € Vo) A (3 =5;-) A(IS(D,i")| = 2) A (b=1).

Then,
Pr[E] > %Pr[ES Aot €Yy NS =5 AIS(D,i")] > 2]
> ; (Pr[Es A 2™ € Vo Ay =5,] — Pr[Eg Aa” € Yy Ay =5, A|S(D, )| = 1))
>

ny\ d
2 " - _ q
3 (Pr[ES ANz" €Yy NS = sj*} — <2—m) )

where for the last inequality we used the fact from [53, Lemma 5.2] to deduce that

PY[ES ANz* € yo /\§j* = 5]‘* A ‘S(D,Z*)| = 1]
< Pr[Eg A " €Yy A éj* = §j* A3i,[S(D,4)| = 1]
< Prf3i S(D,5)| = 1]

L
<> IS, =1

Thus,

We claim that

We know from E that S« =8, le.

Also, we know from Step 11 of Figure 7 that:
) [mj*] Cs.—54D [mj*] .
T .= J T .

J

By subtracting the two equations, we end up with



Since both matrices D, D belong to S(D, i), we have (m« — mys = )(d, - — d;) = 0 where d;-,d - are the

i*-th columns of D, D respectively. Since 28,, < ¢, we deduce that this equation holds over integers. Further,
we know that m - # m~ ;« which implies that d;» = d;» and thus D = D. Consequently, s = s;~ and the
claim follows. Hence, we have

Pr[s = §|E] < Pr[s =5;- AD = D|E] < Pr[D = D|E] <

DN |

This is because F includes the event that S(D,i") contains at least two elements. Therefore, we conclude that

L 1 2 i} o o
Pr[Eé/\sj*:sj*]zi-g(Pr[Es/\x EVo NS =8;+] =2 T)
1 . o ¢, 27
> S PrlEg Aa” € Vg Ay = 8] -
and thus
. o1 . ¢, 27
Pr[Eg A z™ € )] > Pr[Eg] > 3 Pr[Eg Azx™ € )] — — 3
which finishes the proof. O

Game: In this game, throughout the experiment A queries O defined as Oy in Figure 5 (not only for the
Sk
7 -th query).

Lemma 3.12. Pr[E;g] > Pr[Eo] — (Q — 1)Tpay (557 + 25) — 277,
Proof. 1t follows identically as in Lemma 3.10. O

Finally, our reduction runs as a challenger in Game;,. Namely, it first gets T},,.xQ pairs (z;,8;);c(r. ) from
the ISIS; challenger, i.e. As = f(z;), and then uses them to simulate the query outputs from Os. Note that if
A wins Game;, then the set X’ contains exactly these pairs, and further the output (z*,§) does not belong to
X (from Gameg and Gamey). Also,

~ * m*
Il < 11+ |2 [

‘ < B, +B,,d\/((,, +0,)m = B.

Therefore, the reduction outputs a valid ISIS; solution. Now, using all the previous lemmas, the probability
that the reduction wins the ISIS; game can be lower-bounded as

PilEw] > PrfEs] = (@~ Vs (537 + 37) =2

oM "M
1 ¢, 27" e 2 a
> - _m - — — 4+ ) =
> 3 PrlEs] = 20— (@ o (57 + 37) 2
1 by 270 2 e 2\ 2792
> oPiE] -t (@2 ) T [+ 25 ) -
> 3 PriEd] 3 (Q 3) max <2M + M) 3

1 ¢, .o 2 e 2 9 d+2
> Lppg_tm 2 (o 2\ [ E L2 _
=30 t{E] 3 (Q 3) s (2M+M> 3

1 ¢ .o 2 e 2 9 d+2
>~ pPrlE] - (- )Ty
=60 r{Es) 3 (Q 3) s (2M+M> 3

Y
e
=,
m
il
|
]

|

2 L o—rd —d+2
L d axQ ‘gm 2 - Q - g T‘max i + % - 2
6Q 12N 3 3 2M M 3

1 27r 120 ¢, 27" 2 e 2\ 2792
> PrlE.] — = — — max _tm _ R Iy . “
7o TY 3 (Q 3) max (2M + M) 3

1 27r 120 4,27 2 e 2\ 2792
> = P E - _ max _ m _ _ - T _ - _

7o i S Ty 3 (Q 3) max (2 + M) 3

1

> 50 Pr[E,] — AddLoss
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where

b + 0 A\ 27 T2.Q f,-27
AddLoss := -m " r (1 2 ) _14 2 imex m
= 00 + T Ty T3
2 e 2 g~ d+2
+<Q_3>Tm‘"‘x(2M+M)+ 3
which concludes the proof. O

Asymptotic parameter selection. Let d = O()\), a = O(v/A) and € = negl(\). Then, M = O(1),e = negl(\)
and Ty, = O(N).

Suppose we want Int-ISIS; to be hard against efficient adversaries, and thus @ = poly(A). This implies
that we need N to be exponential in A. Next, to use the leftover hash lemma, we set r > w(log d). With these
parameters, if a PPT adversary A solves Int-ISIS; with probability §, then there is a PPT adversary which
solves ISIS; with probability §/(12Q) — negl()).

3.3 Applications to Exotic Signatures

We briefly explain how to build digital signatures [41, 69], group signatures [11, 68] and blind signatures |39,
3, 67] from the (interactive) ISIS; assumption.

Signature schemes. We can directly build standard model signatures using the hash-and-sign GPV framework.
Namely, the secret key is a trapdoor for the public matrix A. Let C be another uniformly random matrix
(which corresponds to the C in the interactive ISIS; problem). Then, to sign a (short) message m, we sample
a uniformly random z + [N] and compute a short preimage s which satisfies As = f(z) + Cm. Thus, the
signature is a pair (z,s). Unforgeability follows directly from the Int-I1SIS; assumption.

Group signatures. Let L be the size of the group and for ¢ € [L], let m; to be the polynomial vector whose
coefficient vector is the binary representation of i. We follow the standard sign-and-encrypt approach. Namely,
the setup authority generates matrices (A, C), along with the trapdoor for preimage sampling. Then, for
each user i € [L], it generates a uniformly random z; < [N] and computes a short preimage s; that satisfies
As; = f(x;) + Cm,. Hence, the signature for user ¢ consists of a zero-knowledge proof of knowledge 7 that
i € [L],z; € [N], and short s; such that As; = f(x;)+Cm; '*. Since we obtain 7 by applying the Fiat-Shamir
transformation to an interactive proof, the message to sign is included as an input to the hash function.

Blind signatures. We follow the Fischlin framework for constructing round-optimal blind signatures. The
public key are the matrices (A, C), while the secret key is a trapdoor for A. Suppose the user wants to obtain
a signature on a short message vector m. It first computes the Ajtai commitment [4] on m, i.e. u:=C I;l ,
where r is a fresh, short randomness vector, and sends u to the signer along with a proof 7, of well-formedness
of u .The signer, who possess the trapdoor for matrix A, samples x < [N] and returns to the user a short
vector s which satisfies As = f(x) + u. Finally, the user outputs as a signature a zero-knowledge proof of

knowledge 7, of € [N], short randomness r and a short vector s such that

As= f(z)+C {ﬂ ,

where m is a part of the statement. This is also the approach we take for constructing anonymous credentials
in Section 8 (see Section 4 for more background on anonymous credentials).

2 The signature should also contain a verifiable encryption of 7 using the opener’s public key.
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4 Background on Anonymous Credentials

We recall the definitions of the anonymous credentials. The entities involved in the scheme are the following:
(i) the issuer T certifies attributes of holders, (ii) the holder H receives credentials about their attributes and
uses them to authenticate to third parties, and (iii) the verifier V engages in a protocol with a holder H, and
learns a subset of the attributes of the holder.

Definition 4.1 (Anonymous Credentials). An anonymous credentials scheme is a triple (Init, Issuez 4, Verify,, ,,)
of algorithms defined as follows:

— (ipk, isk) « Init(l’\, ll): the initialisation algorithm takes as input the security parameter 1% and the nonzero
size 1 (in unary) of the array of attributes the issuer will certify, and generates the issuer public key ipk
and the issuer secret key isk.

— cred/ L <+ Issuer 4 ((isk, attrs’, idx), (ipk, attrs, idx)): this is the issuing protocol between issuer I and holder
H. The holder has as input the issuer public key ipk, an array attrs := [a];c[) of attributes a; € {0, 1}* and

an array idx € [l]l/, 1 <1" <1 of I pairwise distinct indices for the attributes in attrs that will be revealed to
the issuer. The issuer has as input the issuer secret key isk, an array of disclosed attributes attrs := [a/i}ieidx
and indices idx. The holder outputs a credential cred over attributes attrs if Vi € idx, attrs; = attrs; or L
otherwise.

— (L, 1/0) « Verify,, \,((cred, attrs, idx), (ipk, attrs’, idx)): this is a protocol between a holder H and a verifier
V. The holder H has as input a credential cred, an array attrs := [a];cy of attributes a; € {0,1}" and an

array idx € [l}l/, 1<l <1 ofl pairwise distinct indices for the attributes in attrs that will be revealed to the
verifier. The verifier V has as input the issuer public key ipk of issuer Z, an array of disclosed attributes
attrs’ := [a/i}ieidx and indices idx. The verifier outputs 1 if cred is a valid credential from issuer I over
attributes attrs such that Vi € idx, attrs; = attrs;, and 0 otherwise.

Related work. Anonymous credential systems offer to individuals the means to achieve control over the way
information about themselves is exchanged for purposes such as authentication to third parties and payments.
Camenisch and Lysyanskaya [24] present one of the first formal definitions and practical constructions for
anonymous credential systems. The protocols that realise these schemes enable holders to receive credentials
over their attributes from issuers, and later present subsets of these attributes to verifiers. These interactions
preserve the privacy of holders upon issuance (since the holder can hide a subset of the certified attributes)
and upon verification (since verifications are unlinkable and support the disclosure of subsets of the certified
attributes). Subsequent constructions based on CL signature scheme [23], BBS+ signature scheme |14, 8] and
associated efficient proof system |20], or on signatures based on SXDH assumption [49] are integrated into
prominent open-source self-sovereign identity projects such as Hyperledger Indy [44], Hyperledger Aries [43]
or the MATTR stack [63], or are proposed as an IETF standard draft [50|. These more recent constructions
are based on a combination of signature schemes supporting blind signing (to achieve issuer anonymity) and
multi-message (to efficiently accumulate multiple attributes into a single signature); commitment schemes
and efficient zero-knowledge proof systems (to achieve unlinkable presentations and prove properties about
pairs of attributes).

Additional aspects. The definitions above are minimalistic: while they capture the essential features of
anonymous credential systems (blind issuance for a subset of attributes, unlinkability of verifications and
selective disclosure of attributes), they exclude several aspects that feature in prominent related works, whose
absence we review and justify here. The first aspect relates to pseudonyms |26, 27, 29, 51|, which are optional,
verifier-specific identifiers that a holder can present upon verification. Pseudonyms enable selective tracking
of holders, since verifiers can link verifications that used the same pseudonym. Pseudonyms at different
verifiers cannot be linked together, and verifier-specific pseudonyms cannot be forged arbitrarily by holders to
fraudulently present different personas. Pseudonyms are typically realised by adding a user initialisation and
registration phase during which the user generates a private key and has this key blindly signed by issuers;
pseudonyms can then be derived by committing the private key in a non-hiding way against a verifier-specific
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base and proving equality between the signed private key and the committed one. While neither user private
keys nor pseudonyms are captured in our definitions, we remark that these can be easily integrated on top of
any scheme that instantiates our definition: user secret key may simply be one of the undisclosed attributes
upon issuance; and verification may be extended to include commitments to undisclosed attributes alongside
proofs of equality between committed and signed attributes to achieve pseudonyms. A closely related aspect
is that of all-or-nothing transferability, that requires that sharing a credential amongst colluding holders
require sharing private key material, which represents a strong incentive not to engage in such practices.
This is once again typically achieved by including private keys in the issuance, whose knowledge must be
proved upon verification. Such keys might further be stored in HSMs or similar hardware facilities to make
the sharing of these keys impossible. Another aspect relates to enforceable one-show credentials [24]. This
property has meanwhile been decoupled from identity system proper, and has been further developed in
payment-systems under the wider notion of double-spending resistance. Finally, the topic of revocation of
anonymous credentials has received a lot of attention. The approaches proposed in the literature |25, 21, 22]
can be typically integrated on top of a basic scheme, provided that it supports blind issuance and proof of
knowledge of equality of committed attributes. These can be simply integrated on top of our construction, as
it shall become apparent later.

Security Definitions. Informally, we require the scheme to be secure against any coalition comprising a
malicious issuer, malicious holders and verifiers who attempt to learn more information about a victim
holder (e.g. learn an undisclosed attribute upon verification) or link the same victim holder across multiple
verifications. For example, if a holder repeatedly authenticates disclosing only their vaccination status, no
coalition of malicious verifiers/holders should learn any information about any of the other certified attributes,
nor should they be able to learn whether the same holder or two different ones disclosed twice that same
vaccination status. We also require credentials to be unforgeable, constraining the ability of any coalition of
malicious holders to successfully pass verification against an honest verifier for an array of attributes different
from those that were certified by an honest issuer.
In what follows we present definitions of correctness, anonymity and one-more unforgeability.

Definition 4.2 (Correctness). An anonymous credential scheme is correct if for any A € N, 1 € N, I € [I],

1" €[], any idx’ € [I]' such that its elements are pairwise distinct, any idx” € [I]' such that its elements
. . . . / / I 12 1 "
are pairwise distinct, any array attrs := [ag,...,a_1], attrs’ := [ag,...,ay_;] and attrs” := [ag,...,a_,] of

attributes such that Vi € idx’, attrs; = attrs, and Vi € idx”, attrs, = attrs,,:

Pr [(ipk7 isk) < Init(1%,1) : L < lssuez 3 ((isk, attrs’, idx"), (ipk, attrs, idx'))] < negl(\) (10)
and
(L,0)

: Verify,; ((cred, attrs,idx”), | < negl(}). (11)
(ipk, attrs” idx""))

(ipk, isk) + Init(1*,1),
cred < lssuez 3 ((isk, attrs’, idx"), (ipk, attrs, idx"))

Definition 4.3 (Anonymity Game). The anonymity game is played between adversary A and challenger
C.

1. Setup. The adversary receives the security parameter 1" and outputs the issuer public key ipk.
2. Challenge. A chooses two arrays of attributes attrsy and attrs; such that |attrsg| =1 and |attrs;| = [, and

an array of indices idx™ € [l}l , 1 <1’ <1 such that Vi € idx*7attrso,i = attrsy ;. The challenger C picks
b€ {0,1}. Then, A and C run the Issuez 4 ((-,, -, "), (ipk, attrs, idx")) protocol, where the challenger plays
the role of the holder on input attribute array attrs, and revealed indices idx™ and the adversary plays the
role of the issuer. If the protocol succeeds, the challenger stores the generated cred,. Next, the adversary
and the challenger run the Verify,, ,,((cred,, attrs;, idx™), (,-,-)) protocol, where the challenger plays the
role of the holder on input the credential cred, generated previously, attribute array attrs, and revealed
indices idx" and the adversary plays the role of the verifier.
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3. Response. A outputs b’ and wins the game if b’ = b.

Definition 4.4 (Anonymity). A credential scheme has the Anonymity property if no PPT adversary A
can win the Anonymity game with advantage greater than % + negl(\).

Definition 4.5 (One-More Unforgeability Game). The one-more unforgeability game is played between
adversary A and challenger C.

1. Setup. The challenger runs the Init algorithm, sends ipk to the adversary and stores isk and .
2. Queries. A has access to the following oracle:

— Oleeue(H, attrs, idx): adversary A requests the creation of a credential for holder H over disclosed attributes
attrs at indices idx. Then, C and A run the Issuez 4, ((isk, attrs, idx), (-, -, -)) protocol where the challenger
plays the role of the issuer Z on input the issuer secret key isk, the requested attributes attrs and indices
idx, and the adversary plays the role of the holder. If it succeeds, the issuer increments Q|sqe-

3. Response. We say that A wins the one-more unforgeability game if it outputs £ := {(attrs;,idx;)} of size

Qissue + 1 such that the following conditions hold:

— for all i € [Qiesue + 1], (L, 1) = Verify;, 1,((-, -, ), (ipk, attrs;, idx;)) where the challenger plays the role
of the verifier on input the issuer public key ipk and each of the pairs of attributes and indices
(attrs;, idx;) € L, and the adversary plays the role of the holder,

— for each distinct pairs (attrs;,idx;) € £ and (attrs;,idx;) € £, there exists at least one index i* in both
idx; and idx; such that attrs, ~ # attrs, ;~.

Definition 4.6 (One-More Unforgeability). A credential scheme is one-more unforgeable if no PPT
adversary A can win the one-more unforgeability game with greater than negligible advantage.

5 Proof of Knowledge of a Preimage of SIS,

In the construction of anonymous credentials, we will need to provide a proof of knowledge of the ISISy;,
secret, as in Equation 7. For the interactive ISISy;, case, it means proving knowledge of a vector 4 € Zg, as

well as short vectors § € Zg’ and 7 € Zg’" such that
ie {01}, |51<B, and || <B,.
P§=Bi+C {:’j] (mod §),

where
Pezy™, Cezy"* meni, BeZ, Bounds:= (B,,B,)

are parts of the statement, along with some auxiliary information aux. Clearly, as long as ¢|g, we can map
equations such as (7) to this setting with standard transformation from R, to ZZ using multiplication matrices
(c.f. Section 2) and by lifting from Z, to Zj.

In order to prove (12), we make use of the LNP framework, developed recently by Lyubashevsky et al.
[57], for proving various lattice-related statements. For completeness, we provide the full protocol for proving
(12) and refer to [57] for more details.

5.1 Background

Notation. In the following, we introduce a few variables which might be also present in the other sections. We
highlight that these are only defined for this section, and thus they have no relation with variables outside
this section, unless specified otherwise. A
Denote H to be the random oracle used for the NIZK. Let d be a power-of-two and R := Z[X]/(Xd +1).
For a modulus ¢ € N, define R; := R/(¢). In this work, ¢ = p;p, is a product of two primes p; of the
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form p; =5 (mod 8) and p; < p,. For a polynomial z € 7%, we define Z to be the constant coefficient of x.

Furthermore, we assume that d divides the security parameter .
Let 0 : Ry — R, be the ring automorphism defined by o(X) := X! For a polynomial vector (and

similarly for a matrix) x = (zy,...,x,) € 7@2, define o(x) := (o(zy),...,0(z,)). Further, let 7 € N be such
that 1/p] = negl()), i.e. a parameter used for soundness amplification.

ABDLOP Commitment. It was introduced in [57] and extends both the Ajtai |4] and BDLOP [10] constructions.
Let n,m;,mq,¢ € N and my > n + £. The commitment key consists of uniformly random matrices

. . .
crs = (Aq, Ay, B) € RI™ X R RS

Now, to commit to a message vector s; € 7%:;1 with small coefficients as well as a “full-fledged” polynomial

vector m € 7%2, we sample a randomness vector s, < x"'2, where Y is a probability distribution over 724,
and compute:

] A A 0
ABDLOP.Com(crs, 81, m; 8,) :— [tﬂ _ [ol} - [BQ] - {m] |

Note that when ¢ = 0 (resp. m; = 0) then this construction ends up being the Ajtai (resp. BDLOP)
commitment scheme. In particular, the commitment size does not depend on the length m, of s; (but it does
on ¢). Therefore, we will commit to long vectors with small coefficients in the “Ajtai” part s; and commit to
a few garbage polynomials used for the proofs in the “BDLOP” part m. Hence, we call t4 (resp. tg) the
“top part” (resp. “bottom part”) of the commitment. An opening of the commitment is a triple (s, m, 32)13.

Relazxed openings. As folklore in lattice-based cryptography, we also consider relaxed openings of a commitment
which involve so-called relazation factors. First, we fix £, v > 0 and a power-of-two k& and define the following

set C as'™:
C:= {c € 7%4 elloo <EAT_1(c) = N 1F, < u} . (13)

Roughly speaking, the first condition o_;(¢) = ¢ is needed to prove quadratic equations in the committed
messages which might additionally involve automorphisms. On the other hand, the second condition allows
us to use [57, Lemma 2.15] and deduce that if ||r|| < B and ¢ € C then ||cr| < vB.

We define the set of relaxation factors as

Ci={c—c:c,d€Candc#c},

i.e. set of differences of any two distinct elements in C. We will choose the constant v such that (experimentally)

the probability for ¢ < S¢ to satisfy \/ ||C2k||1 < v is at least 99%. In Figure 8 we show example parameters
(&,v, k) and the lower-bound on the size of C.

d ¢ v k C|
64 8 140 32 2™
128 2 59 32 W7

Fig. 8: Example parameters to instantiate C for a modulus ¢ such that its smallest prime divisor p; is greater
than 16.

For security of our protocols, we need the invertibility property of the set C, i.e. the difference of any two
distinct elements of C is invertible over R;. Hence, we apply [57, Lemma 2.6] and thus we only need the

13 Message m does not need to be included in the opening since it can be deterministically computed from tz and s,.
14 Looking ahead, this set will be a challenge space and will play a big role in our protocols.
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condition & < p;/2 where p; is the smallest prime dividing g. Secondly, to achieve negligible soundness error,
we will need |C| to be exponentially large.
Now, we are ready to define the ABDLOP relaxed openings.

Definition 5.1. A relazed opening of the ABDLOP commitment (t4,tg) w.r.t. a commitment key crs is a
tuple (81,M,85,¢) € 7@?1 X 7@2 X 7@;”2 x C which satisfies:

ABDLOP.Com(crs, s1,m;85) = (ty,t5)
l[esill < By and  |[esy|| < Bo.

Security properties. As shown in [57, Lemma 3.1], the ABDLOP commitment is binding with respect to
relaxed openings under the Module-SIS assumption. As for hiding, it follows from the fact that under the

Module-LWE assumption {‘?32] 89 looks pseudorandom.

Lemma 5.2 (Binding). Let & < p,/2 where p, is the smallest prime dividing §. Then, the ABDLOP
commitment is computationally binding with respect to relazed openings under the MSIS,, .., L., g assumption

where B := 4v4/ Bf + BS.

Lemma 5.3 (Hiding). The ABDLOP commitment is computationally hiding under the MLWE, ;...
assumption.

Approzimate Range Proofs. We use the results developed in [40, 57| to upper-bound the operator norm of
a matrix R « Bin§256xm. Here, Bin denotes the binomial distribution with a positive integer parameter &,
which is the distribution Zle(ai —b;), where a;,b; + {0,1}. The variance of this distribution is £/2 and it
holds that Bing =+ Bing, = Bing |¢ .

The bound on the operator norm of R is used for the approzrimate range proof part, where we want
to show that s has relatively small coefficients w.r.t. to the proof system modulus §. Namely, let us define
functions wyin (A) and wy,., () such that for any @ € Z™ and any £ € N:

-2 —112 2 —2A

Pr (1RGP > € ]2 (V] < 272,
R«Bin;

Pr o [IIRd]* < & [|]]* - wmax (V)] <277

ReBinZO

It was shown in [40] (under a few natural heuristic assumptions) that wy;, (128) = v/13 and wyp,,, (128) = +/337.
In the soundness argument, we will use the following result from [57, Lemma 2.9] in a slightly more general
form (if one substitutes A = 128 then it is identical to the aforementioned lemma):

Lemma 5.4. Fizm,P € N and a bound b < P/(8v/2 - wpin(X) - m), and let @ € [£P/2]™ with ||@|| > b, and
let § be an arbitrary vector in [+P/2]™. Then

Pr | R + § mod P|| < min(M) | <277,

b
—w
R¢Bin;”®*™ V2

5.2 The Protocol

We provide a brief summary of the Fiat-Shamir transformed [38] protocol from [57] to prove (12). We assume
that variables n,m,t, ¢, are divisible by d. First, note that by the sum-of-four-squares theorem, ||3] < B, is
equivalent to the existence of four integers a;, aq, as,a, € Z such that B* - ||§'||2 = a% + a% + ag + ay. Thus,

we can define a vector a := (aq, ag,as,a,4,0,...,0) € Zg and observe that:

I

g

] _Ps
a

_ B, and [Po]{
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Hence, we slightly abuse the notation and define m := m +d, 5 := (5,a@) € Zg and P := [P (] € ﬁgxm.
Similarly, we proceed for the vector 7. Thus, we now need to prove that

=B, 1i=5, e, pi=parc|]. (14)

In this proof system, the common random string simply consists of uniformly random matrices which are
only used for the ABDLOP commitment scheme [57] :

crs ;= (A17A27By,Bg,b) c ﬁgxml % ﬁgxmg % 7%256/d><m2 % ,}Q;:XmQ % ﬁgng (15)
We define the statement as the tuple:

x:= (P,C,m, B,Bounds := (B, B5,), aux).

First round. Let s = Coeffs™'(5) € ﬁ?/d and similarly for r,u. To begin with, we commit to the witness
(s,r). To be consistent with notation from [57] let s; := (s,r,u) and m; = m + £, + t. We commit to s; using
the ABDLOP commitment (which in this case is just the Ajtai commitment), i.e. we sample the randomness
vector so < X%, where Yy is a probability distribution on ternary polynomials in 7%@, and compute:

ta:=As; + Aysy, where (A, A,)€ ﬁg’xml X 7%2><m2.

Then, we sample short masking vectors y; < D:Z ¢ for ¢ = 1,2, and compute w := A y; + Ayy,. Finally, we

focus on the parts used to prove (14). Namely, we generate the polynomial vector y3 < Df356 and commit to

it as follows
256 wm,

t, :=B,s; +y; where B, € ﬁqd
Finally, we sample a polynomial vector g < {z € 7% :Z =0} and commit to it:

7'><m2

ty:=Bgsy +g where By« 7@(; .

Hence, the first message and the corresponding challenge are

ap = (tA7tyatg:W) and (m07m1) = H(l,crs,x, al) € {07 1}256><m1d X {0: 1}256><m1d-

Second round. Given the first challenge (Rg, R, ), we compute the response
23 = gg +9{§1 S Z256,

where ¢/; := Coeffs(ys3), §; := Coeffs(s;), and R := Ry — R, and apply rejection sampling on Z3. The second
message and the corresponding challenge are:

o 7x(256+n+3
aj :=z3 and (%,j)ie[ﬂ,je[256+n+3] = H(2,crs,x,a1,ay) € Zq ( )-

Third round. The prover’s goal now is to prove the following relations over Z;:

Zy = i3 + N5
Ps=Bu+C 7722

so-g 1o
(7,7 = B;

(i, i —T)=0



where the terms in blue are secret and committed. We will use the following observation from [57, Lemma
2.4]: for any integer vectors &y, ; € Zy, the constant coefficient of

Coeffs ™ (7))" & (Coeﬂ’s_l(a‘c'l)) €R,

is equal to (Z, ¥1) € Z4. This implies that proving the first equation is equivalent to proving that for i € [256],
the constant coefficient of

U(rz‘)TS1 + U(ei)Tyg, — z3,; is equal to zero,
where t; is the polynomial vector such that its coefficient vector is the i-th row of R, and e; is the polynomial

vector so that Coeffs(e;) is a unit vector'® with its i-th coefficient being 1. Similarly, the second equation is
equivalent to: for all ¢ € [n], the constant coeflicient of:

op)’'s —o(B) u— me; — J(cm»)Tr is equal to zero,

where:

— p; is the polynomial vector with its coefficients being the i-th row of P,

— f3; is the polynomial vector with its coefficients being the i-th row of B,
— we write C' = [C,,, C,] such that C [Z}] = C,,m + C,7, and define m := C,,m,

— ¢,; is the polynomial vector with its coefficients being the i-th row of C,..

Clearly, the last three equations are equivalent to
T T “10)\
o(s)’'s—B,, o(r)r—B, o (u — Coeffs™ (1 )) u

having the constant coefficient equal to zero. Hence, we compute for ¢ € [7]:
256

hi == g; + Z%‘,j : (U(rj)Tsl + U(Qj)TyS - Zj)
j=1

+ Z’yi,256+]' . <U(pj)TS — g(ﬁj)Tu — Mg — O'(Cr,j)TI'> (17)
j=1

T T
+ Yi,2564n+1 ° (U(S) S — Bs) + Yi,2564n+2 (U(r) r— Br)

T .
+ Y. 2564n+3 " T (u - Coeffsfl(lt)) u € Ry

Observe that by definition of g, the constant coefficients of hq, ..., h, are all zeroes. The third message and
the corresponding challenge are:

A~

as = (hla ) h'r) and p = (Mz)ze[r] = H(3,CI’S,X, ay, g, a3) € R

G-

15 Concretely, it is a binary vector with exactly one 1 entry.
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Fourth round. The goal of the prover is now to prove the 7 quadratic equations (with automorphisms) over
R4 from (17). We now simply linear-combine them with the challenges p;, i.e. we prove a single equation:

256

0= Zﬂi Z%‘,j : (U(rj)Tsl + U(ej)T}’P, - Z3,j)
i1 j=1

n
T T T
+ Z Vi,256+j ° (U(Pj) s—0(8;) u—mc; —olc,;) r)
j=1

(18)
T T
+ Vi,2564n+1 ° (U(S) S — Bs) + Vi, 256+n+2 (a(r) r— Br)
S F
+ ')/7;’2564',”4,3 - g (u — Coeﬂ:S (1 )) u + g; — h’z
Let us define
S1
B .= [gy} , tp:i= {:y} , m:= {YZ‘] € 7@256/{1—” and §:= 05;1) . (19)
g g g
o(m)
Recall that s; = (s,r,u) and let us write t; := (r, ;,, ;, 1, ;) such that
T T T T
o(tj) sy =0ty ;) s+o(r. ;) r+o(r,,;) u
Then, the quadratic equation above can be written equivalently as
§'Dys+d{s+dy=0
where
0 0 0 0
D. :— 22:1 HiYi,2564n+1 ° Im/d 22:1 Hi%i,2564n+2 ° Ier/(i 22:1 Hii,2564n+3 * In/(j 0
2 0 0 0 0
0 0 0 0
I T 256 n
21:1 i - (Zj:l ”/i,ja(rs,j) + Zj’:1 '71',256+j’0(pj’))
T 256
D it M (Zj:l i,j0 (tr,5) — Z;’=1 7i7256+j’0(c7',j/))
T 256 n -
d, = Dic i (Zj:l Yij0(Tuj) — ij:1 Vi 256440 (Bj7) = Vi 256043 Coeffs 1(1t)) (20)
0
T 256
2 Zjil 1,50 (€;)
n
L 0
- 256 n
do = — Zﬂi ‘ Z Z3,5 + Z me '+ Vi256+n+18s + Vi 256+n+28r + Ry
i=1 j=1

i'=1

Eventually, we run the sub-protocol for proving a single quadratic equation with automorphisms. First, we
calculate the garbage term f; = éTRQy + yTR2§ + rlTy7 where y is defined as

Y1
o A 2(my+256/d+1
y = _g;l e RIMH/ ) (21)
—o(By»)
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and the commitment ¢ = bT52 + f1 to fi. Then, we set fy = yTRQy + bTyQ. Hence, the fourth message and
the corresponding challenge are (we defined C in Section 5.1):

ay = (t, fy) and c:=H(4,crs,x,a;,a9,a3,a4) € C.

Final round. Given a challenge ¢, we compute z; = cs; +y; for i = 1,2 and apply rejection sampling on
Z1,%Zs. S0, the prover’s last message is a5 := (21, 2%2) and thus the proof consists of

™= (ala Qg, 43,04, a5)'

Verification algorithm. The verifier is given a proof 7 and recomputes the corresponding challenges as well as
D,,d;,d,. Let us define
Zy
— o(zy)
Z:= cty —Bzy |- (22)
O'(CtB — BZQ)

Finally, the verifier outputs 1 if all the following relations hold:
? ? ?
121 || < By, [l2z2]| < Bo, [|25]] < Bs,
~ 9
h; =0 for i € [7],

A1Z1 + A2Z2 ; W + CtA7
2" Dyz + cdi z + Ady — (ct — b z,) Z fo

and 0 otherwise.

For completeness, we provide a description of the NIZK proof system H,I\,Sg’K = (ProveE,s,Verify:;,S) for
proving (12) in Figures 9 and 10. Similarly as in many prior works, e.g. [53], in practice we do not include
w, fo in the proof and send c instead, since these components can be computed deterministically given other
parts of m and c¢. However, we keep the standard Fiat-Shamir transformation for simpler security analysis.
5.3 Security Analysis
In this subsection, we prove the key properties of I ,'\,SSK, i.e. correctness and zero-knowledge. As for knowledge
soundness, we will prove it directly when arguing unforgeability of our anonymous credentials in Section 8.

5.3.1 Correctness

Lemma 5.5 (Correctness). Let oy, a3, @q, s € O(VA) and N,d € O(N). Further, suppose x is a
probability distribution over Sy. Recall v,w,,,, from Section 5.1, and define the following variables:

S 1= aU/ Bf + BE +t,  S9 1= apry/ de\, S3 1= Q3Wmax(A) \V Bf + Bz +t
By :=s1\/2myd, By :=sy1\/2mad, By :=1.753v/256

and the corresponding rejection rates:

20+1) 1 1 .
M, = —_— . — 4+ — 1,2,3}.
;1= exp < log e o + 2%2) forie{1,2,3}

Then, IIf5 = (Prove',},S,Verify',-is,s) is correct.
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Provegis(crs, x, w)
Input: crs = (A}, Ay, B,, B, b),
Output: proof 7
1: rst=0
2: idx =10
3: sy = (s,r,u)
4: while rst =0 Aidx < N do
idx = idx 4+ 1
Sy X"
ta=As; + Agsy X
Y1 ¢ D:fldah — Dé’sz’ys — Dgfﬁ
g+ {reR, =0}
10 w=Ay; +Ayy,
11:  t, =Bysy +y3
12: t;=Bgs, +g

13: ap = (ta,t,,t,w)

14: (9{0,9{1) = H(];,CI'S7 X, a’l) c {07 1}256><m1(i % {0, 1}256)(777,152

15: R=R, - R,

16:  §; = Coeffs(s;)

17 y3 = Coeffs(ys)

18 Z3 = i3 + K3, € 2%°

19: by < Rej(Z3,RS, 83, M3)

20: a9 = Z3

210 (Vij)ielr).jel2s6+nts) = H(2,crs,x, a1, az)
22:  for i € [7] do

23: compute h; as in (17)

24 ag=h=(h,...,h,) A

25 (ki)ierr) = H(3,crs,x, a1, a9,a3) € RG
26:  compute B,tp, m,8 y as in (19) and (21)
27:  compute D,,d;, d; as in (20)

28:  f1 = STRQy + yTRQS + r?y

29:  fo=y Roy+b'y,

30: t=b'sy+ fi

31 ag=(t, fo)

32:  c¢=H(4,crs,x,a;1,a9,a3,a4) €C

33: forie {l1,2} do

34: z;, =Yy,; +cs;

35: b; < Rej(z;, cs;, s, M;)

36:  w=(ta,t,,t,,w, 235, ht, fo,25,h,2,2,)
37: rst = bybybs

38: if rst = 1 then return =

39: else return L

x = (P,C,m, B, Bounds, aux),

7% (2564n+3)
€Zy;

w = (8,7, 1)

> boolean which indicates if a restart is necessary
> keeps track how many restarts occured
> s,r,u are the polynomial vectors with coeff. 5, 7, «

> generate commitment randomness

> Ajtai commitment to s;

> sample masking vectors

> sample random polynomials with const. coeff. zero
> used to prove knowledge of a commitment opening
> commitment to y;

> commitment to g

> first message

> first challenge

> masked opening of R3;

> second message
> second challenge

> third message
> third challenge

> commitment to f;
> fourth message
> fourth challenge

> maked opening of cs;

> rejection sampling

> candidate proof 7

> if all rejection steps passed then rst = 1

Fig. 9: Prove:;s algorithm.
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Verifylis (crs, x, )
IHPUt: crs = (A17A27By7Bg?b)7 X = (P7 C,?ﬁ,B,Bounds,aux), m
Output: bit b

1: parse m = (tA7 ty7tg7w7 537 h7 t, an 233 ha Zy, Z2)
2 a; = (tA7ty7tgaw)
3 ay =73
4: a3 =h
5: ay = (tv fO)
6: (R, R1) = H(1,crs,x,ay) > recomputing the challenges
T ('7i,j)ie[r],j€[256+n+3] = H(2,crs,x,a1,as)
8: (#1)26[7] = H(37 Crs, X, ay, ag, a3)
9: ¢ =H(4,crs,x,ay,ay,as,ay)

B t
10: B:[ y},tB:[y}

B, tg

Zy
o o(zy) . .
11: z = > grouping the masked openings to cs; and cm
ctp — Bz,
o(ctg — Bzy)

12: compute Dy, d;,d, as in (20)
13: if one of the conditions below does not hold, then return 0:
? ? ?
L lz|l < By, l|z2|| < B, [|Z5]] < Bs
~ 9

2. h; =0 for i € [7]

3. Az + Ayzy Zwt cty

4. 2" Doz + cd] z + *dy — (ct — b z) < fo
14: else return 1 > all the verification checks passed

Fig. 10: Verify:;,s algorithm.

Proof. First, one observes that both algorithms, and especially F’roveg,s7 are strict polynomial time since
we bounded the number of restarts by O()\). Next, we argue that the prover algorithm outputs L with
negligible probability. First, using Lemma 2.4 and the following inequalities (which hold with an overwhelming
probability):

lesi|| < v\/BF+ B2+, lesoll < vyfmod,  |RE ]| < wiax(A) - /B + B2 + t.

Hence, we deduce that in a single run the probability that bybybs = 1 is at least (M;MyM;)~" — negl(\) by
Lemma 2.4, and thus the probability that Provegls outputs L, i.e. makes exactly N unsuccessful attempts, is
at most

N
1
11— — (A = negl(\
(1= 53 o)) = el
since My, My, M3 € O(1) and N = O(\).
In terms of verification equations, by Lemma 2.2 for t = v/2 and the union bound, the probability that
21| < s11/2mqd and ||z, < $51/2mad is overwhelming. We argue similarly for ||Z;]| > 1.7531/256 where we

apply Lemma 2.2 for ¢ = 1.7 instead ' The rest of the verification checks hold by careful inspection of the
protocol (we refer to [57] for more details). O

16 . —128 .
The reason is to ensure ~ 2 correctness error when setting the parameters.
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5.3.2 Zero-Knowledge

Lemma 5.6 (Zero-Knowledge). Let my > 256/d+ 7 + 1, ay, e, a3 € O(VA) and N,d € O()\). Define
the following variables:

51 =\ B2+ B2 +t, 8= g\ mad, 83 := Qswmax (A B2+ B2 + 1,
Bl =91\ 2m162, BQ = %91/ nga?, 83 = 1753 vV 256

and the corresponding rejection rates:

Mi;:exp< 20+ 11 ) forie {1,2,3).

loge Q; E

Then, under the MLWE assumption H,{ﬁleK is zero-knowledge.

n+256/J+T+1,m2 X4

Proof. We prove the statement using a hybrid argument. Let A be a PPT algorithm, which makes at most Q)
queries to H and @); queries to Proveig g, outputs 1 with probability €. In each i-th game, we will introduce
PPT algorithms Sy, S;, which have a shared state, and denote ¢; to be the probability that 1 «+ ASo:S1 (crs).

Game,: Here, S, simulates the random oracle queries using lazy sampling and S; runs Provegs(crs, x, w)
truthfully. By construction, ¢; = e.

Gamey: When S; is queried, before executing Line 6 it first samples ¢ <— C. Then in Line 32, instead of calling
the random oracle Sy, it uses the challenge ¢ generated at the very beginning. If (4,crs, x, aq, aq, as, ay) was
already queried earlier to Sy, then S; aborts. Otherwise, it continues with the Provegs(crs, x, w) algorithm.
We argue the indistinguishability following the proof of |53, Lemma 5.3]. Namely, the only difference between
Game; and Game, is that we directly program ¢ in Line 32 without checking whether a := (4, crs, x, a;, as, as, a4)
was already set. Since A calls S at most Q) times and S; at most @; times, at most Qg+ NQ; of such tuples
a will ever be set. Recall that a, and especially a,, contains w = A y; + A,y,. Therefore, at most Qg + NQ;
values of w will be set. Also, with an overwhelming probability over the standard parameter choices |36,
Appendix C], matrix A, can be written in the Hermite Normal Form as A, = Az_l[AIQ I,,] and thus

Y22 = Az(W —Ayyy) — Al2Y2,1'

where yy := (y2,1,¥22) € 7@2“2_(71+256/&+T+1) X 7@24'256/(“7“. Hence, by [53, Lemma 4.4], for any fixed
w e 7@2 we have
Pr [A1Y1 + Ay, =Wy D;zlliQ’Q <~ D;Zz(i < 1}1:7)%(” Pr {Y2,2 =w: Ya2,2 < Dgzd]
W "
<o,
So, if S; is accessed Q; times and the probability of getting a collision each time is at most (Qo + N621)2_"‘i7

then the probability that a collision occurs after @; queries is at most NQ (Qq + NQl)and. Since N,d € O(\)
and @, (), are polynomials in A\, we get

le2 — e1] < NQ(Qo + NQ )27 + negl()) = negl(\).
Games: Here, S; directly computes z, =y; + ¢s; for e = 1,2 and w := Az, + Ayzy — ct 4. Further, 5; later

calculates fj := zTDzz + cd{z + 02d0 — f, where f :=ct — sz2, instead. By the verification equations and
simple rearrangement argument, we have €3 = €,.
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Games: Now, S; directly samples each z, + D;Zz‘i and sets by = 1 with probability 1/M,. By Lemma 2.4, we
have |es — 4] < N-27% = negl(\).

n+256/d+741

Gameg: This time, S; samples uniformly random v «+ ﬁq

following way:

and computes the commitment the

tA Asl
by =v+ | Y3
t, g
3 1

One can naturally construct a PPT adversary AMYYE Ghich breaks Module-LWE with probability |es —e4]/ Q.
Hence,

MLWE MLWE
€6 — 5] < N Q1 - Adv, o567 1 1,my 0 (A ) = negl(A).

- 7%2+256/J+T+1

Game;: Here, S; samples directly (t4,t,,t,,t) . Clearly, we have e; = 4.

Gameg: Now, S; generates z; <+ D;’fld and sets b; = 1 with probability 1/M;. By Lemma 2.4, we have
leg — €] < N-27* = negl()).

Gamey: Here, S; picks h «+ {z € 7% : & = 0} directly. Since earlier g was chosen uniformly at ran-
dom from {z € 7% 12 =0}", we get €9 = 5.

Gamey: This time S§; samples z; <+ Di% and sets by = 1 with probability 1/M;. By Lemma 2.4,
|€1O — 69‘ S N - 2_A = neg|()\)

Now, note that in the last security game S; does not use the witness w (recall that Sy only simulates
the random oracle H using lazy sampling). Hence, by the hybrid argument, |e;o — €| = negl(\) which concludes
the proof. O

6 Efficient Multi-Proof Extractable Non-Interactive Zero-Knowledge Proofs

This section focuses on constructing multi-proof extractable NIZK for proving knowledge of a short vector
§ € Ry such that ||5]| < B and P§ = @ over Z; where P € Rg"™™ and @ € Zj] are public. We define the
corresponding relation

RO™ = {x:= (P,il),w:=§|P e Z)" @ e R),§€ Ry : P§=a A5 <B}. (23)

Throughout the section, we follow the footsteps of del Pino and Katsumata [67][Section 4.3] who added
multi-proof extractability to the exact proof system by Bootle et al. [15]. Namely, we adapt the recently
proposed lattice-based framework for proving exact statements by Lyubashevsky et al. [57] to prove relation
R, However, as shown in |57, Appendix B], the protocol only satisfies standard knowledge soundness
property. Hence, we further apply the Katsumata transform [46] to achieve multi-proof extractability 17
Conceptually, the protocol will be almost identical to the in Section 5. Hence, we use the same notation as
in Section 5.1. As before, we assume that variables n, m are divisible by d. By the sum-of-four-squares theorem,

' We note that in the random oracle model one could apply the standard “encryption-to-the-sky” paradigm to obtain
straight-line extractability (e.g. |3, 13]). We provide the Katsumata transform instead since it has more potential to
be further used to prove QROM security, as seen in [67]. We leave the quantum security analysis of the protocol,
and of our constructions for future work.
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5] < B, is equivalent to the existence of four integers ay, as, as, ay € Z such that B> —||3]|* = af +a3+a3 +aj.

Thus, we can define a vector a := (ay, as, as, ay,0,...,0) € Zg and observe that:

s

a
Hence, we slightly abuse the notation and define m := m + 1,5 := (5,d) € Zg and P := [P 0] € ﬁ;xm.
Therefore,

g

] s
a

~ B, and [Po]{

II5l =B and Ps=4. (24)

In this proof system, the common random string consists of uniformly random matrices which are only used
for the ABDLOP commitment scheme:

AnXm AnXm 5256 /dxm AT Xm S m
crs = (Ay, Ay, By, By, b) € ™ x R x R /dx X R X RY (25)
We define the statement as the tuple x := (P, 4, B).

First round. Let s = Coeffsfl(é’) and similarly for u. We start by committing to the witness s; := s and let
my = m. We commit to s; using the ABDLOP commitment, i.e. we sample the randomness vector s, < X" '2,
where x is a probability distribution on ternary polynomials in R4, and compute:

tA = Alsl + A252 where (A17A2) € ﬁg’xml % ﬁZXTYW.

Then, we sample short masking vectors y; < D;n’ for i = 1,2, and compute w := A y; + Ayy,. Further, we
generate the polynomial vector y5 < foﬁ and commit to it as follows

256
7 2

t, :=B,sy; +y3 where B, € 7A2(jd .

Finally, we sample a polynomial vector g < {z € 7% : 2 =0} and commit to it:
t,:=Bysy +g where B, <« ﬁgxm2.

Hence, the first message and the corresponding challenge are

ay = (ta,ty,,t,,w) and (R, R;) = H(1,crs, x,ap) € {0,1}70™¢ x {0,1}2°07 ™,

Second round. Given the first challenge (Ry,R,), we compute the response z3 := ¥3 + RS} € 7% where
R =Ry — R, and also 73 := Coeffs(ys), §; = Coeffs(s;). Then, we apply rejection sampling on Z3. The second
message and the corresponding challenge are:

—

7% (2564+n+1
ap:=2z3 and (’Yi,j)ie[f],je[256+n+1] = H(2,crs,x,ay,a0) € Zq ( ),

Third round. The prover’s goal now is to prove the following relations over Z;:

Z3 = Y3 + Ry
Pﬂlzﬁ

o 2
<’13 1>:B

where the terms in blue are secret and committed. As before, we deduce that proving the first equation is
equivalent to proving that for ¢ € [256], the constant coefficient of

a(ri)Tsl + U(ei)Tyg — 23, is equal to zero,
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where t; is the polynomial vector such that its coefficient vector is the i-th row of R, and e; is the polynomial
vector so that Coeffs(e;) is a unit vector with its i-th coefficient being 1. Similarly, the second equation is
equivalent to: for all ¢ € [n], the constant coefficient of:

T
)

o(p;)’'s; — o(e) u is equal to zero,

where p; is the polynomial vector with its coefficient vector being the i-th row of P, and €] is the polynomial
vector so that Coeffs(e}) is a unit vector with its i-th coefficient being 1. Obviously, the last equation is
equivalent to U(sl)Tsl — B having the constant coefficient equal to zero. Hence, we compute

256
T T
h; =g; + E Yij - (U(rj) Sy + a(ej) Y3 — Zj)
j=1

- T T 26
+ Z%‘,%Gﬂ‘ : (0(pj) S1 — 0’(9;') 11) (26)
j=1
T .
+ Yi,2564n+1 (U(Sl) S; — B) € Ry
for i =1,2,...,7. By definition of g, the constant coefficients of hy,...,h. are all zeroes. The third message

and the corresponding challenge are:

A

ag = (hy,...,hy) and  p = (1;)ierr = H(3, crs,x, ay, a0, a3) € Ry.

Fourth round. The goal of the prover is now to prove the 7 quadratic equations (with automorphisms) over
R, from (26). We now linear-combine them with the challenges p;:

256

0= Z/Ji (Z Yi,j (U(rj)Tsl + U(ej)TYS - Zj) + Z%‘,256+]‘ : (U(Pj)Tsl - a(e;-)Tu)
i—1 i=1 j=1

(27)
+ Vi,256-+n+1 <U(51)T51 - B) +9; — hi) .
Let us define
S1
B = B, , tp:i= by , m:= V3| ¢ RPO/ET and 8= o(s1) . (28)
B, t, g q m
o(m)

Then, the quadratic equation above can be written equivalently as
8'Dys+dis8+dy=0
where
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0 0
|20 i 2564041 - L, O
D, := 0 0
0 0
S (X2 0 () + 5 ()
i=1 HMi j=1"Vi,jO\Y; i'=1 7,256+ 7 \P;
0
29)
— r 256 (
dy : Dim1 2jet HiYijo(€))
I
0
T 256 n
dy = — Z i - Z zj + Z U(elj/)u + Vi 25640418 + h;
i—1 j=1 =1

Next, we run the sub-protocol for proving a single quadratic equation with automorphisms identically as
before. First, we calculate the garbage term f; = éTng + yTRQé + rlTy, where y is defined as

Y1
g 52(m,+256/d+1
y = _g;’)z e Ry HEO/AET), (30)
—0o(By>)

and the commitment ¢ = bT82 + f; to fi. Then, we set f, = yTRQy + bTyQ. Hence, the fourth message and
the corresponding challenge are:

ay = (t, fo) and c:=H(4,crs,x,ay,a9,a3,a4) € C.

Final round. Given a challenge ¢, we compute z; = cs; +y; for ¢ = 1,2 and apply rejection sampling on
Z1, 2. So, the prover’s last message is a5 := (21, 2,) and thus the proof consists of

™= (a’lv Qg, 43,04, CL5).

Verification algorithm. The verifier is given a proof m and recomputes the corresponding challenges as well as
D,,d;, dj. Denote
Z
— o(z1)
z = ¢ty —Bzy |- (31)
o(ctg — Bzy)

Finally, the verifier outputs 1 if all the following relations hold:

? ? ?
||Z1l\ < By, |l2a]| < Ba, |7 < Ba,

h; =0 for i € [7],

Az + Ayz, Zw +cty,

2" Dyz + cdi z + Ady — (ct — b’ z,) z fo

and 0 otherwise.

6.1 Katsumata Transform

In order to make the protocol multi-proof extractable, we apply the Katsumata transform [46]. Recall that
the protocol from [57], as well as many prior linear-sized lattice-based proofs |7, 34, 15, 60, 74], follow the
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LHC.Com,;(crs"HC7 Si, Vi) LHC.Openi(crs"Hc7 (com, ¢), st)

1: (éZ 1,é12, € 3) < Syt X Sl x S 1: for j € {1,2,3} do
2 i1 (Ae“+e12) 2.z, =f;+c-&,
3: EZ = ( 21+e15)+s 3: beReJ([z’Lle’LQHZ’Lg]
4 (F F fi,3) < DIt x DI x D™ 4 ¢ (81 [l 82|l & sl 5 M)
_ 5: if b =0 then return op = L
5: Wi (Af7 1+ f1 2) 7
" 6: else return op = [z, 1 || 2 || Z; 3]
6: W; 0= (Bf fi3)+y; . LHC
7. com = (tl 182 Wi, W) LHC.Verify;(crs~ ', (com, ¢, (z,0p # L))
8: S‘t:(éz’l,ehg7 1’37f1’1,f12,f 3) . (tzl t127 7,1 Wz2)FCOm
9: return (com,st) (241 || Zio || Z43) < op

. if [|2;1]] > 8;/2n,d then return 0
: for j € {2,3} do

if ||z, ;]| > s;/ 2m,;d then return 0

Zy=ct; +W;, — D (AZ;; +2,)
Zp = CEi,Z +Wio—D- (Aii,l +Z;3)
:if 2, #0V zp # z then return 0
: else return 1

Fig. 11: Extractable linear homomorphic commitment from MLWE. Parts highlighted in gray correspond to the
Katsumata transform.

commit-and-prove approach. Namely, we first commit to s; using randomness s, and in the final round we
send the masked openings z, = y; + cs; of s; to prove knowledge of a commitment opening. Now, to make this
protocol straight-extractable, we use an extractable linear homomorphic commitment (LHC), which can be
seen as a linear homomorphic encryption scheme with pseudo-random public keys, and additionally encrypt
both s; and y;.

In this section, we recall the (simplified) LHC construction from Module-LWE [46, Section 3.4]"®. Since
we need to commit to both (s;,y;) and (s,ys), we will need two instantiations. Fix ¢ € {1,2}. The
common random string, i.e. the comitment key crs'{ HC — (Ai, Bi) contains two uniformly random matrices
in RZ“X""’ X R?"’X"i. Next, we have three algorithms: LHC.Com;, LHC.Open, and LHC.Verify, which are
described in Figure 11. In the following, let p < § be an odd integer co-prime to §.

We present the NIZK proof system ITax := (Provel,., Verifyl ) for relation R“°™ in Figures 12
and 13. Intuitively, we take the protocol from above and additionally let the prover run (com,,st;) <«
LHC.Comi(chI{HC, s;,y;) for i = 1,2. Hence, the first message now includes com; and comy. Then, in the final
round, the prover runs

op; < LHC.Open; (crsi™, (com;, ¢),st;)

and appends op; and op, to the final message (unless one of them is L, then it restarts). Finally, the verifier
additionally checks for ¢ = 1,2 that

LHC.Verify(crss™, (com;, ¢,0p; # 1)) Z1.

6.2 Security Analysis

In this subsection, we prove the key properties of H,Sf’z"k: correctness, zero-knowledge and multi-proof
extractability.

'8 The reason why we do not apply the NTRU-type construction, as in |67], is that for efficiency we will pick relatively
small ring dimension d. In this case, the construction would rely on a Module-NTRU type assumption, which is still
relatively uncommon and not well-studied.
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H
Provecom (crs, x, w)
Input: crs = (AlaA27Bvag7b7Al-A2'BL-BZ)v
Output: proof 7

x=(P,u,B), w=3§

1: rst=0 > boolean which indicates if a restart is necessary
2: idx =0 > keeps track how many restarts occured
3: 8, =8 > s is the polynomial vectors with coeff. §
4: while rst =0 Aidx < N do
5:  idx =idx +1
6: sy X2 > generate commitment randomness
Tty =Ags; + Agsy A > Ajtai commitment to s;
8 y D;Tld, Vo D;’;Qd,yg +— foﬁ > sample masking vectors
9 g+« {ze 7% :x =0} > sample random polynomials with const. coeff. zero
10 w=Ay; + Ay, > used to prove knowledge of a commitment opening
11:  t, =Bysy +y;3 > commitment to y3
122 t;,=Bgsy+g > commitment to g
13:  (comy,st;) < LHC.Com;((A{,B;),s1,¥1) > LHC to s; and y;
14:  (coms,sty) < LHC.Comy((Ay, Bsy),s5,y5) > LHC to s, and y,
15:  ap = (ta,t,,t, w,v,com, com,) > first message
16: Ry, Ry) = H(1, ars,x, ay) € {0,1}2907md 5 {0, 1)2P6%md > first challenge
17 R=Ry— R,
18 §; = Coeffs(s;)
19: g3 = Coeffs(y;)
20:  Z =7 +R§ € 2°° > masked opening of RS
21: by < Rej(Z5, N3, 83, M3)
22:  ag =23 > second message
23: (Vij)ielr),jerzs6+n+1) = H(2,crs,x, a1, a) € ;e > second challenge
24: for i € [7] do
25: compute h; as in (26)
26 a3=h=(hy,...,h,) > third message
270 (1)ierr) = H(3,crs,x, a1, a9, a3) € 7@; > third challenge
28:  compute B,tz, m, 8y as in (28) and (30)
29:  compute Dy, d;,dy as in (29)
30:  fi= sTRQy + yTRQS + rlTy
31: fo=y Roy+b'y,
32: t= bT52 + f1 > commitment to f;
33 ag=(t, fo) > fourth message
34: ¢ =H(4,crs,x,a;1,a9,a3,a4) €C > fourth challenge
35:  for i€ {1,2} do
36: z; =Yy; + cs; > maked opening of cs;
37: b; < Rej(z;,cs;, 5;, M;) > rejection sampling
38: op; < LHC.Open,((A;,B;), (com;, ¢), st;) > opening of the LHC
39: if op, = | then b; = 0
40: else b; = 1
41: = (ta,t,,t,, w,com,, com,, Z3, h,t, fo, Z5,h,2,25,0p,, 0p,)

42: rst = b1b2b3b| bl
43: if rst = 1 then return =
44: else return L

> if all rejection steps passed then rst = 1

Fig.12: Prove?orn algorithm.
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Input: crs = (Al,AQ,By,Bg,b,Al.A.J.B\.Bg), x=(Pu,B), =
Output: bit b

1: parse m = (t4,t,,t,, W,com;, com,, 25, h,t, fo, Z5,h, 21,25, 0p,, 0p,)
2: ay = (ta,t,,t, w,v,com;,com,)
3: a9 = 53
4: a3z =h
5: ay = (¢, fo)
6: (Ro,R1) =H(1,crs,x,aq) > recomputing the challenges
7 (Vij)ielr) jelzsernr1) = H(2,crs, x, ay, as)
8: (Hi)ie[r) = H(3,crs, x, ay, as, ag)
9: ¢ = H(4,crs,x,a,,ay,as,ay)
B t
o= 0]
By ty
Z;
11: 7= o(z1) > i as ings :
cz= grouping the masked openings to ¢s; and cm
ctp — Bzy
o(ctgp — Bzy)

12: compute Dy, dy, dy as in (20)
13: if one of the conditions below does not hold, then return 0:
? - ? N ?
1. |lz1|| < By = s11/2mqd, ||z5]] < By 1= s91/2mod, || Z3]| < Bs := 1.7/256
2. hy =0 for i € [7]
3. Az + Ayzy Zw +cty
4. 2" Doz + cdlz + 02d0 — (et — bTZz) z fo
5. LHC.Verify,((A;,B;), ¢, (z;,0p;)) Llforie {1,2}
14: else return 1 > all the verification checks passed

Fig.13: VerifygOrn algorithm.

6.2.1 Correctness

Lemma 6.1 (Correctness). Let ay, sy, a3,a;,a; € O(VX), N,d € O(N\). Recall v,w,,, from Section 5.1
and define the following standard deviations:

51 = B, 89 := apu\/mad, 83 := azBwpax(A)

s = aymry/ (ng 4 2my)d, Sy = aynar/(ng + 2my)d

and the corresponding rejection rates for i € {1,2,3} and j € {1,2}:

Mi::exp< 200 1, 1)» Mj::exp< 2<A+1>._1+}2>,

loge Q; ﬁ

Then, I}z := (Provelss, Verify'tc) for relation R°™ is correct.

Proof. The proof is almost identical to Lemma 5.5. Let us argue that the prover algorithm outputs L with
negligible probability. By Lemma 2.4 and the following inequalities (which hold with an overwhelming
probability):

HCSIH < Bl/, ||CSQH < V\/ m2dA7 ||ER§1|| < B * Wmax>
lc- (€1 |l €2 |l €slll < mv/(n; 4 2m;)d  for i =1,2,

41



we deduce that in a single run the probability that b;bybsbiby = 1 is at least (M1M2M3]\Zf1]\_42)_1 — negl(\),
and thus the probability that F’rovegom outputs L, i.e. makes exactly N unsuccessful attempts, is at most

N
1
11— ————— +negl(A = negl(A
( TRTATATR AR )) e
since My, My, M5, My, M, € O(1) and N = O(\).
In terms of verification equations, by Lemma 2.2 for t = /2 and the union bound, the probability that

one of the following conditions holds: (i) ||z1|| > $,1/2mad, (i) ||ze|| > $21/2m.d, (iii) ;11| > i1/ 2n,d and

(iv) 12 ;1| > s;4/ 2m;d for i € {1,2},7 € {2,3}, is negligible. We argue similarly for ||Z;|| > 1.7s51/256 where
we apply Lemma 2.2 for ¢t = 1.7 instead, as in Lemma 5.5. The rest of the verification checks hold by careful
inspection of the protocol. O

LHC.ZKSim; (crs"H¢, ¢, z;)
(Zi,1:%i2,%i,3) < Dy x Dg"" x D

(tigti2) < RG X R

Wy = —ct;1 +p- (AZ; + 2)

Wy = —ctio+ P (AZ) +23) + 2

com = (t;1,t;2,W; 1, W, 2)

u<[0,1)

if u>1/M; then op= L1

else op = [z, 1 || Z; 2 || Z; 3]

return (com,op)

Fig. 14: Simulator for LHC.

6.2.2 Zero-Knowledge

Theorem 6.2 (Zero-Knowledge). As before, let oy, s, g, &y, @y € O(VA) and N,n,d € O(X). Define the
following standard deviations:

$1 = OélBl/, Sg 1= (V) deA, $3 1= Q3meax(A)
1= aymry/(ng +2my)d, Sy 1= agnary/(ng + 2my)d

and the corresponding rejection rates for i € {1,2,3} and j € {1,2}:

Mi:_exp( 20041 1, 1)7 Mj:_exp< 2<A+1>.1+1).

loge o E loge  @; 2@?

Then, II5%% for relation R%™ is zero-knowledge under the MLWEs,, 2m, +nym,» MIWEs,, 9 40 0 4 and

MLWEn+256/é+r+1,m2,X,q assumptions.

Proof. The proof is almost identical to the one in Lemma 5.6 and we show it using a hybrid argument. Let
A be a PPT algorithm, which makes at most Q) queries to H and @; queries to Provegg, outputs 1 with
probability €. In each i-th game, we will introduce PPT algorithms S, S;, which have a shared state, and
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denote ¢; to be the probability that 1 < AS0:S1 (crs).

Game;: Here, S, simulates the random oracle queries using lazy sampling and S; runs Provec,,(crs, x, w)
truthfully. By construction, ¢; = e.

Gamey: When S, is queried, before executing Line 6 it first samples ¢ <— C. Then in Line 34, instead of calling
the random oracle Sy, it uses the challenge ¢ generated at the very beginning. If (4, crs, x, a1, as, as, a,) was
already queried earlier to Sy, then §; aborts. Otherwise, it continues with the Provecyn,(crs, x, w) algorithm.
Similarly as in Lemma 5.6, we argue that

e — €1 < NQ1(Qo + NQ1)27™ + negl(A) = negl()).

Gamejs: In this game, immediately after sampling ¢ <— C and generating y;, yo, the algorithm directly computes
z; =y; + cs; and runs
(com;,op;) < LHC.ZKSim,((A;,B;), ¢, z;)

defined in Figure 14 for i = 1,2 instead. Then, by the zero-knowledge property of the extractable linear
homomorphic commitment [46, Lemma 3.12], there exist PPT adversaries A;, 4, such that

|€3 - E2| S N - (AdVgAVIr_L\iv,gmlJrnl,nl (-’il) + AdVgA'rIr_L\iV,EmQJrnQ,nQ (AQ) + negl()‘)) = negl()‘)

Gamey: Here, S; directly computes z; = y; + ¢s; for i = 1,2 and w := A z; + Ayz5 — ct 4. Further, S; later
calculates fj := ZTD2z + cd?z + 02d0 — §, where {:= ¢t — sz27 instead. By the verification equations and
simple rearrangement argument, we have €, = €3.

Games: Now, S; directly samples each z, + DZZ"‘dA and sets by = 1 with probability 1/M,. By Lemma 2.4, we
have |e5 — e,] < N-27* = negl(\).

n+256/d+7+1

Gameg: This time, §; samples uniformly random v <+ ﬁ,q

following way:

and computes the commitment the

t’A ASl
by . v | Y8
tg g
3 fi

One can then construct a PPT adversary AY™E which breaks Module-LWE with probability les — eql/ Q1.
Hence,

MLWE MLWE
6 — 5| S N- Q- Adv, 056 iy s 11 my o (A ) = negl(A).

Game;: Here, S; samples directly (t4,t,,t,,t)

5n+256/d+71+1
— R;Jr fdFTl Thus, €; = €.

Gameg: Now, S; generates z; D:}ld and sets b; = 1 with probability 1/M;. By Lemma 2.4, we have
leg — 7] < N-27% = negl()).

Gamey: Here, S; picks h «+ {z € 7A2q : & = 0}7 directly. Since earlier g was chosen uniformly at ran-
dom from {z € 734 12 =0}, we get €9 = €g.

Game;y: This time S&; samples zZ3 Df;% and sets b; = 1 with probability 1/Ms;. By Lemma 2.4,
€10 — €9] < N-27% = negl().

We observe that in Game;; S; does not use the witness w (recall that Sy only simulates the random oracle
H using lazy sampling). Hence, by the hybrid argument, |e;o — €| = negl(\) which concludes the proof. [
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6.2.3 Multi-Proof Extractability

We concentrate on proving multi-proof extractability. First, we provide basic intuition. Assume there is a PPT
adversary which makes at most Qy random oracle queries and outputs @, statement-proof pairs (x;, Wi)ie[Qs]
with non-negligible probability e. Intuitively, we will use the property of extractable linear homomorphic
commitments to extract a witness candidate w; for each x; from ;. Then, for a fixed ¢ € [Q,], we will prove
that the probability that w; is not a valid witness for x; must be negligible. Otherwise, we could run the
knowledge extractor £ from |57, Appendix B] to obtain a witness w; for z;. By nature of the [57] protocol,
both w; and w; are parts of two relaxed opening (c.f. Definition 5.1) to the same ABDLOP commitment.
Hence, by Lemma 5.2 we conclude that w; # w; and the knowledge extractor finds a valid Module-SIS
solution.

Theorem 6.3 (Multi-Proof Extractability). Let B := 8v\/BS + B3 and
. A 2
G > max | B,16m,dBs, ———=B3 | .
Wmin

Then, the NIZK proof system IINow for relation R©™ is multi-proof extractable under the MLWE
MLWE and the MSIS,, ., 4, B assumptions.

my,my+ny,ny 0

Mo, Mo+Na,N2

Proof. We start with crs indistinguishability. Namely, define the simulator S, which first samples

~ H 1 X AN X AN X 5256/dx 5T X
cfs := (A17A27ByaBg,b)<—'Rg my XRZ my XRZ my XRQ /dxmgy XR;: ma

A A D1y X1y D Mo XNy
(A1, A,) « R] x RN,

It also generates D; ; « Sy Dy g <= Syt and sets B, =D, A, + D, ,. Finally, it outputs
crs = (A17 A27 Bya Bg7 b7 Ah AQa Bh BQ)

and the trapdoor td = (D, ;,D; 5, Dy, Dy ). Then, cfs is indistinguishable from random crs based on the
MLWE,, . ,, and MLWE,, . . assumptions.

We now turn to proving straight-line extractability. Suppose there is a PPT adversary which makes at most
Qy random oracle queries and outputs @ statement-proof pairs (z;,7;);c(o.] With non-negligible probability
g(A). We start by formally defining the Multi-Extract algorithm in Figure 15. To provide more intuition on
what the algorithm does, consider the interactive proof implicitly defined in Figure 12 by Provecyn,. Then, a

valid transcript is of the form

tr = ((tAaty:tga ComlvcomQ)’ (s‘n()' s‘Rl>7 23: (Ae’/.;)a hv (/l/)a (ta f0)7 G (z172270p170p2))

where the challenges are highlighted in gray. One of the main observations is that if there also exists a valid
transcript

tl’* = ((tA7ty7tgvcomlvcom2)7 (9{()'9{1)7237 (7‘/._/,\)71’17 (’/['1')7 (tv fO e (ZT,Z;,OPT,OP;))

which has the same partial transcript as tr up to the last response, then we must have z, = z] and z, = z5
assuming that the underlying encryption scheme (LHC) has no decryption error. Now, for a fixed cfs, statement
x and a valid transcript tr := (pref__tr, (z,, 29, 0p;,0p5)), where pref _tr is the partial transcript which excludes
the last message, define the following set:

Pzt = cc: 3(z1,z2,op170[.)2) s.t. .(prefﬁtr,.(zl,z2,op1,op2)) '
is a valid transcript
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Multi-Extract(Qn, @, 1 /€, cts, 7, %, )

IHPUt: QH? Qsa 1/87 crs 1= (A17 A27 By7 Bg7 ba AI? A27 Bl? BZ)?
td:= (Dy1,D;5,D5,Ds5),x:= (P, i), n
Output: witness w, or a triple (L, (x, 7, aux)), or (L, L) (unsuccessful)

1

— = =
Lyl T

13:

14:

15:
16:

17:
18:
19:

20:

21:

22:
23:
24
25:
26:
27:
28:

. parse m = (tA)tyatg)Wa comjr,com2,23,h,t, fO,Z3,h,Z1,Z2,Op|,Op~_,)

B[] o= |1
g ty

compute Dy, d;, dy as in (20)

if one of the conditions below does not hold, then return 0:

com; = (tl,lel,Qawl,lawl,Q)

comy = (tg1,t09, Wo 1, Wo o)

BadChall = {¢}

t=0

while t < T, = )"szH do
b=1

¢’ « C\BadChall ) o
fOI' 7/ S {1, 2} dO Z{L‘ = (Clti72 —|— Wi,?) — Di71(CltZ‘71 + Wi,l) modﬁ
!/

f=cdt—b'z,
fé = Z/TD2Z/ + c/d?zl + C,2d0 — f/
if one of the following conditions does not hold, then b= 0:

|z} || > By = 2s;1/2m.d
- ||ZIQH > BQ = 252 \/ 2')7/L2dA

Azl + Ayzh =w+ 'ty
fo # fo
if b =1 then

= —c¢

for i € {1,2} do

* 2,
S, =

—z;

leC R
w=235] € Zg‘d
if (x,w) € R®™ then return w
else
aux = (s, s5,¢")
return (L, (x,7,aux))
else BadChall + BadChallU {¢'}
t=t+1
return (L, 1)

Fig. 15: Multi-Extract algorithm.
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At a high level, Multi-Extract is first given such an accepting transcript tr (technically it can manually produce
one given ). It also defines a set of bad challenges as BadChall := {c}. Then, it samples ¢’ « C\BadChall,
decrypts (W, + c't;1, W, 5 + 't;5) to obtain some z;, for i = 1,2, and checks whether

? = ? -
20 £ By = s1y/2mud, (1251 £ By = 5,y/2mad.
Az + Agzh = wt by, 7 Do + A7 + Pdy — (dt—bTdh) = f,

where

If not then the algorithm adds ¢’ to BadChall and restarts the procedure.

Let GoodChall(x,tr) be the set of all challenges ¢ € C (including c¢) for which the procedure above
succeeds. The first step in analysing the success probability of Multi-Extract will be to lower-bound the size of
GoodChall(x, tr). To begin with, one observes that I'(z,tr) C GoodChall(x,tr). Hence, we focus on showing a
lower bound on I'(z,tr) instead. To this end, we present the following lemma. Since it is almost identical to
|67, Lemma 4.7], we omit the proof.

Lemma 6.4 ([67]). Let A be a PPT adversary that makes at most Qu random oracle queries and

(CT’S, td) — Scrsa

. e Ho _
Pr {{(Xbﬂ'k)}ke[Qs] o A" (cFs) :Vk € [Q,], Verify com(cFs, xi,, T ) = 1} > e(A).

Then, we have

(cFs, td) « Scrs(l’\), Vke [QSLVerify?O,n(ch,xk,ﬂk) = 1] e(N)
2

P : > 7 (A
' L(xk.,nk)}kems] AN as) AT x| > g, -] = negl)

where the transcript try, is constructed naturally from m, using Verify?om.

We use the lemma above to give an upper-bound on the following probability:

(C?S7td) — Scrs(l)\)v . Vk € [Qs]vVerifY:gIS(cfsvxkvﬂ-k) = 17 :l

=P :
Efail r {{(anﬂ’k)}kE[Qs] — AM(1* c¥s) T Fi € [Q,], (L, L) + Multi-Extract(input;)

where input; := (Qn, Q,, 1/¢,cFs, 7,x;, ;). Consider a fixed i € [Q,]. By Lemma 6.4, with probability at least

€/2 —negl(N), for each k € [Q,] we have |I'(xy, try)| > 5o |C|. Assuming this event occurs, then in each trial

of the loop in Line 9 of Multi-Extract, the probability that we pick ¢’ € GoodChall(x;, tr;) is at least £/(2Qy).
Hence, by repeating the procedure T}, = A - (2Qn/¢) times, the algorithm fails on each trial with negligible
probability. Hence, by the union bound over ¢ and the fact that @, = poly()\), we deduce that

Ehail < g + negl()).
Next, we focus on upper-bounding

(cfs, td) = Ses(1Y), . Vk € [Q,], Verifyla i (cFs, x, m1,) = 1, }

Sbing = P |:{(><k,7rk)}k€[Qﬁ] — A1 ) T Fi € [Q.], (L, (x, 7, aux)) + Multi-Extract(input;)

where input; := (Qy, Qs, 1/, cfs, 7, %;, ;). To this end, we show Lemma 6.5 and conclude that ep;,q = negl(}).
Finally, by simple calculation:

- Yk € [Q,], Verifyl s (cFs, i, m1,) = 1,
td)  Soe 1), s Yisis k> Tk
Pr ((x 7(Tcr)s}, ) h ;H(iA s) : wy, < Multi-Extract(input;,) =€ — Eqil — Esp
ky Tk ) Tke(Q] ) (kawk) c Rc°m
< % — negl(})
which concludes the proof. O
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Lemma 6.5. Let A be a PPT adversary that makes at most Qy = poly(\) random oracle queries and

cs, td) < Sqs(17), _ )
" l{(xk( m)}: Q] %(,4“)@5) : Vh € Q] Verifylsis(cFs, xi. my) = 1] > £(\),
) €[Qq

where () is non-negligible. Then, we have

(C?S,td) A Scrs(l/\)a . Vk € [QsLVefifYIF:';/s(CT’Sszﬁ Trk) =1A =
Pr RN oo , , = negl(}\)
{6 Te) Yrej,) — AT (17,cs) © 3i, (L, (x, 7, aux)) < Multi-Extract(input;)

where input; := (Qu, Q, 1/, cts, T, X;, ;).

Proof. Suppose that the probability above is non-negligible and denote it as §(\). We consider a PPT
algorithm P*, which given (cfs, td), it essentially executes A to obtain @, statement-proof pairs (x;,, 7,) kelQ.]>
checks whether the proofs are valid, and then runs each Multi-Extract(input;,) to check whether it outputs
(L, (x,m,aux)). If not, then P* aborts. Otherwise, P* outputs the triple (x,,aux). Let us also recall the
meaning of the output of P*. Here, x = (P, @) is a statement, 7 is the corresponding proof from Section 6
written as:

™= (tAvty7tgawacomla comy, 537 hata f07 233 ha z17z270p170p2) (32)

and aux = (s}, s, ¢") is the relaxed opening of t, (c.f. Definition 5.1) such that (x, 5}) & R“°™. Clearly, the
probability that P* outputs something is d. Further, P* runs in time Q, - Qy - poly()\)/e and makes at most
Qu random oracle queries.

Now, we can use the knowledge extractor £ from [57, Appendix B]. Roughly speaking, it runs P* once to
obtain a valid triple (x, 7, aux) by simulating the random oracle queries. Denote 7 as in (32). Then, for fixed
random coins, fixed common reference string cfs and the fixed statement x (where the latter two are included
in the hash input of the Fiat-Shamir transformation in 7), it re-runs P* with different random oracle outputs
in order to obtain additional valid triples of the form (x, 7, aux') where

7TI = (tA’ tyv tg7 W, comy, comy, Zilia h/v t/a f(l), 51”)7 hlv lev Z/Qa opll’ op,2) (33)
Clearly, for aux := (s],s5,c") and aux’ = (s}, s, ¢') we might have s} # s}. However, in this case £ would find
two distinct relaxed openings to t 4 and by Lemma 5.2 it would compute a valid solution to the Module-SIS
problem. Hence, from now on we assume that every valid triple (x, m;, aux;) extracted from P* by &£ satisfies
aux; := (s7,83,¢;)

From [57, Theorem B.7], we deduce that given access to P, £ runs in expected Q, - Qi - poly(A)/e time
and with probability at least
§i=6—(Qu+1) <(2/,| P T+ 2*) (34)

outputs one of the following:
1. a triple (x,open, aux), where
x = (P,i,B), open:=(s1,85,¢) and aux:= (s],s3,c")

such that (z,3;) € Rcom, (x,5]) ¢ R™ and both open and aux are relaxed openings of the same ABDLOP
commitment t 4,
2. a non-zero vector s € Rg”erz such that [|s]| < B and

[Al A2] s = 0
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NTRU-ISIS

Exppp (A)

(a1, B) < NTRU.TrapGen(q, d)

ay +— Ry’

A = [a, al 1]

for i € [k] :
z; < [N]
s; « GSampler(aqy,a,, B, s, f(x;))

(x*’ S*) — A(Av (xiv Si)ie[k])

if (As* = f(x*)) A (||s*|| < B) A ((z*,s*) & {(x;,8)): 1 € [k]})
then return 1

10: else return 0

Fig. 16: The NTRU-ISIS; experiment.

Clearly, in the second case £ directly gets a valid Module-SIS solution so we only focus on the former one.
Note that (x, &) & R“°™ thus we must have 5} # 5,. Consequently, € has found two distinct relaxed openings
to the same ABDLOP commitment and by Lemma 5.2, it can compute a valid Module-SIS solution. Hence, in
either case £ solves MSIS,, ., ... p.

To finish the proof, we apply the expected-time to strict-time transformation (c.f. Lemma 2.14) on €. This
gives us an algorithm B which solves MSIS,, ,,, .., g with probability at least §'/2 and runs in strict time

5 poly(A
Qs : QH ! (/ ) .
€-d
Therefore, if § is non-negligible then B runs in strict polynomial time and solves MSIS,, ., |, p with
non-negligible probability. This leads to a contradiction. O

7 The NTRU-ISIS; Assumption

Note that due to the preimage sampling procedure, the ISIS; assumption is not falsifiable. In this section, we
introduce the falsifiable version of the problem, called NTRU-ISIS ¢, where the challenger additionally has the
NTRU trapdoor to produce short preimages.

Definition 7.1 (The NTRU-ISIS; Problem). Let pp:= (¢q,d,m,N,k,s,B) be a tuple of functions of the
security parameter . Consider any efficiently computable function f : [N] — R,. The NTRU-ISIS; assumption
is defined by the experiment in Figure 16. For an adversary A, we define

Advpp VT (A) = PriExppp U (A) = 1].
The NTRU-ISISE® assumption states that for every PPT adversary A, the advantage AdvngRU_ISISf (A) is

negligible.
Similarly as in Section 3, we consider the interactive version of the NTRU-ISIS; problem.

Definition 7.2 (The Interactive NTRU-ISIS; Problem). Define public parameters pp := (q,d,m,{,,, L., N,s, By, B,,)
as a tuple of functions of the security parameter X. Consider any efficiently computable function f : [N] — R,,.
The Int-NTRU-ISIS; assumption is defined by the experiment in Figure 17. For an adversary A, we define

Int-NTRU-ISIS ¢ Int-NTRU-ISIS ¢

Advpp (A) = Pr[Exppp (A) = 1].
The Int—NTRU—ISIS‘}p assumption states that for every PPT adversary A, the advantage Aden;_NTRU_ISISf (A)
s negligible.

48



Int-NTRU-ISIS ¢

EXpPP ('A) Opre(m7 I')
1: (a;,B) < NTRU.TrapGen(q, d) 1: if ||(m,r)|| < B,
2: ay +— Ry’ 2 then return L
3:A:[a1agl} 3z + [N]
4: C + 7@%2“8””") 4: s < GSampler ( aj,a,,B,s, f(z) + C {TD
5 M=
6: (z%,8", m",r*) « A% (A, C) 5: M MU {m}
m* 6: return (z,s)
7 if (m" ¢ M) A <As* = f(z")+C L*D A (Is™]l < Bg) A
(Il(m*,x")| < B,,)
8: then return 1
9: else return 0

Fig. 17: Interactive version of the NTRU-ISIS; problem.

Using the proof strategy from Theorem 3.3, one can efficiently reduce Int-NTRU-ISIS; to NTRU-ISIS;. In
the following, we only provide a proof sketch and highlight the parts where it differs from the proof of
Theorem 3.3.

Theorem 7.3 (Int-NTRU-ISIS; = NTRU-ISIS;). Define the public parameters pp := (q,d, m,€,,, £, N, s, B, B,,)
such that B,, > 1, (26 +1)"" > ¢, and

1 1 -1
M = exp (1—1— 2) and €:= 2( +E) exp (—2a2 I )
20 1—e¢ ™

where € = 27° /(4d), e > 1 and r € Z. . Suppose

$ > max <1.17\/§ (2, aB,,kdr (0, + £,) (M + 2)) .

Then, for every adversary A which makes at most Q queries to O, there are adversaries A" and B, which
run in time essentially identical to A and

A g2
NTRU-ISIS ; 2 Tinax@

/ 1 Lo+ 40 MWE
/ > — _m i _
AV ()2 5 sq - AMELB) — S - T

_Eﬂ # d_ Q_z T i+§+27‘5+1
3 (25 +1)™1? 3) M \2M M

where pp’ = (q,d, m, N, To0x @, 5, B = BS+and\/(€m +2,)(m + 2)) and Ty, satisfies (1 — ﬁ)Tm" <27,

AdVIpnpt-NTRU-ISISf (A)

Proof. We closely follow the security games from the proof of Theorem 3.3 and explain the main differences.
Namely, Game, is the interactive NTRU-ISIS ;. In Game,, we substitute the uniformly random C with C = AD

where D S,ﬁmﬁ)x“m%’. Observe that now we do not use the leftover hash lemma anymore. Indeed, to
see that the latter is pseudorandom under the MLWE, ,,, 1, ,, assumption, denote

dig - dg g1
D:=|dis--dy 40,2

dig - dg 403

Then,
C=la a) 1]D=[aydy; - ardy, 4o 1] +u

where u := ag [d271 duer] + [d1)3 dgm+gm3:|. Hence, under the Module-LWE assumption, u is
pseudorandom, and so is C.
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One can then define security games from 3 to 7 as before. For Gameg, we note that now there exists

) (m+2)d

a polynomial vector u € /1,;{l (A) with coefficients between —2x and 2k, since qd < (2k+1 . Hence,

[[u]| < 2k+/(m + 2)d and

s > aBB,,kd\/(Ly, + £,)(m + 2) > kd\/(m + 2) > 264/ (m + 2)d > |u].

Thus, we can argue similarly as before that Pr[Es] > 1 Pr[E;].

Clearly, Game; stays unchanged. As for Gameg, thanks to the structure of NTRU lattices, we do not
need to exclude the case when s is smaller than the smoothing parameter of /1qL (A). Now, in order to use
Lemma 2.5, we need the fact that applying GSampler is statistically close to sampling preimages from the
discrete Gaussian distribution, i.e. Lemma 2.7. Hence,

2 _
Pr{Eg] > PrlEs] — T (2M P2 5“) .

Next, to analyse Gamegy, we need an upper-bound on the probability that |S(D,)| = 1 for fixed i € [(,,].
Using the same techniques as in |53, Lemma 5.2], we can show that this happens with probability at most

d

1 L, q d
piles) > gl - 2 ()

We can define Game; as in the previous proof and deduce that
€ 2e _
PilEw] 2 PrlEa] - (Q~ DT (557 + 3¢ +277 ).

Finally, the rest of the proof from Theorem 3.3 remains unchanged. O

8 Anonymous Credentials from NTRU-ISIS;

This section focuses on building an efficient anonymous credentials scheme based on the newly defined
assumption NTRU-ISIS; where f is a binary encoding function (see Section 3.1.2). Namely, let N = 2'. Then,
the function f : [N] — R, is defined as

f(z) := Coeffs '(B -enc(z)) € R

q

where enc(z) is a binary decomposition of an integer 0 < 2 — 1 < 2" and B € ZgXt is a fixed matrix.
For convenience, we introduce the following notation which will be heavily used throughout this section.
For a matrix C € ZZle denoted as
C:=[C, Cy---Cy] where each C; € Zy™™,
and a (possibly empty) subset S = (sq,...,s;) C [l], where s; < ... < s, we define:

CS = [051 052 e Csk] € ZZZLka'

We introduce an identical notation to vectors and matrices over Z, and R,. Further, we define S :=[I]\S to
be the complement of S with respect to [I].
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Parameter Explanation
degree of the cyclotomic ring R

degree of the cyclotomic ring R used in IT ,I\,S|IZSK and I] ,sz"ﬂ(

anonymous credentials modulus
modulus for the proof system II5%x divisible by ¢
modulus for the proof system I7, ,I\|S|§K divisible by ¢
domain size of the function f
log N, length of the binary vector @
length of the string output by Hy
number of attributes, we assume d|lh
length of a,
length of the randomness r generated by the holder
lh/d
infinity norm of r and the output of Hy,

® @36\1(\3 ~T 2P Qo

preimages are sampled from D™
Table 2: Overview of parameters and notation.

8.1 Construction

We start with the summary of notation and parameters in Table 2, and define the building blocks, which
were developed throughout the paper and will be used in our main construction:

— Function f : [N] = R, described in more detail in Section 3.1.2,

— The NIZK proof system ITjizx = (Prove':'s's, VerifySH'S'S) (with a common random string crsigis) described in
Section 5 for the relation (12), where the proof system modulus is ¢y,

— The NIZK proof system Hﬁf’ﬂ( = (Proveggm,Verifygg‘r’g‘) (with a common random string crscy,,) described
in Section 6 for the relation (23), where the proof system modulus is §s,

— Four hash functions Hg,s, Heom, Hisis, Hv modelled as random oracles in the security proof. The first one is
a special hash function which we will only query on input 0 to obtain the crs for the underlying primitives,
ie.

Hcrs(O) = (Crs|S|Sa CrSCom)

where crsigs and crsc,,, are used by H,I\|S|§K and Hﬁf’ZT( respectively. Next, Hcom, Hisis are used by the NIZK
proof systems H,I\HIZK and H,sznk. Finally, we apply Hy to hash attributes into a vector of length h with
coefficients between —1) and 1. As usual, one can use a single hash function instead of four by applying
the domain separation technique.

— NTRU trapdoor sampling functions (NTRU.TrapGen, GSampler) defined in Section 2.1.

We present the AnonCreds = (AnonCreds.Init, AnonCreds.Issue, AnonCreds.Verify) construction in Figure 18,
Figure 19 and Figure 20. We assume that all the involved parties retrieve (crsigis, CrScom) by querying He.(0).

Key generation. The key generation algorithm runs (a;, B) <~ NTRU.TrapGen(q, d) and samples ap < R;". It

further generates vectors ¢ < Rf; and ¢; + Rf; Then, we define the public key ipk = (a;, a5, cg, ¢;) and
secret key isk = B.

Credential issuing. Next, we give an intuition on the issuing protocol. The holder H is given ipk, attrs =
(ai,...,a)), and the set of indices idx C [I] for which the attributes in attrs are public. Then, it computes the
polynomial vector
-1 ¢
m = Coeffs™ " (Hy(a1),...,Hu(a)) € Ry (35)

51



AnonCreds.Init

Input: number of attributes [
Output: (ipk,isk)

(a1, B) < NTRU.TrapGen(q, d)
as — Ry

(cg,Cq) Rgm X Rgr

ipk < (a1,az,¢o,¢1)

isk < B

return (ipk, isk)

Fig. 18: AnonCreds.Init algorithm.

Further, to commit to m, H samples randomness r <+ Sf;j' and computes the commitment to m as
U= cOTm + cipr € R,

The next step is to prove knowledge of a commitment opening of u. Since we want to use the proof system

]Y,I\,S|IZSK7 we need to translate this relation from R, to Z,. Since Coeffs(m);q, (resp. Coeffs(m):;-) are public

(resp. hidden), we transform into a relation of the form (23) by defining:
P = [rot(cg ) | rot(eq )],
:= (Coeffs(m)—, Coeffs(r)) ,

:= Coeffs(u) — rot(cp )ig, Coeffs(1m);g,.

Wy

idx?

S

Then, using the properties of multiplication matrices we deduce that:
Coeffs(u) = rot(cg )Coeffs(m) + rot(c] )Coeffs(r)
= rot(cg )igxCoeffs(m )iy, + rot(coT)ECoeffs(m)@ + rot(c] ) Coeffs(r)
and thus:
Ps= rot(cg)ECoest(m)E + rot(cq )Coeffs(r)

= Coeffs(u) — rot(cg )i, Coeffs(m )iy,

= U.

Finally, since in I ,Sf)z"k we need to prove relations modulo §;, we prove instead:

<Q1 : P) g=L .7 (mod q).
q q

Hence, the holder sends the commitment u € R, and proof .

The issuer Z, given secret key isk, attributes attrs’, the set of indices idx and the message (u, ) from
‘H, first verifies the proof 7, where both P and # can be manually computed by Z. Further, it generates a
uniformly random z < [N] and samples s < GSampler (a;,ay, B, s, f(z) + u), which by definition satisfies

[ar]az |1]s = f(2) + .

Then, Z outputs (z,s) to H. The holder then checks whether s is short and satisfies the equation above. If so,
then the credential is a triple cred = (s, r, x).
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cred/ L < AnonCreds.Issuer 4 ((isk, attrs’, idx), (ipk, attrs, idx))

This protocol between issuer Z and holder H = (H,, H,) proceeds as follows:
H, (ipk, attrs, idx)

1: parse attrs = (ay,...,a|)

2: m = Coeffs ' (Hy(ay), ..., Hu(a)) € Rg'”

3 r Si’

4 u= cgm + cfr )

5: P = [rot(cg ) | rot(c])] € Zx i tted)

6: §= (Coeffs(m), Coeffs(r)) € Z)*I M+

7: @ = Coeffs(u) — rot(cy )iaxCoeffs(m)ig, € Zz

8 T Prove?é;"“ (crsccm, (41/q - P,d1/q - @, ¢y/h - idx| + (frd),ﬁ)

9: return (p; = (u,7),sty; = (m,r))
I(isk, attrs', idx, py)

: parse p; = (u, ™), attrs’ = (a;’,...,a/)
: m’ = Coeffs *(Hy(ar),. .., Hu(a/)) € Rfl”’

. P =Jrot(cg ) | rot(c])] € zgx )
;@i = Coeffs(u) — rot(c )igxCoeffs(m” )y, € Zg

. if Verify?g;""“ (crscom, (G1/q- P,G1/q - @,3\/h - [idx| + £,d), 7r) =0

then return L
x + [N]
s ¢ GSampler (a;,a9, B, s, f(z) 4+ u)
: return p, = (s, )

W N =

© N> o

Hy(ipk, pa, sty)

: parse py = (s, z), sty = (m,r)

1

2 if (HSH >s/(m+ z)d) v (Ile] > pv/7d) v ([al\afu]s # f(z) +cim +c{r)
3: then return L

4: else return cred = (s,r,z)

Fig. 19: AnonCreds.Issue protocol.

Verification. We describe the protocol between the holder H(ipk, attrs, cred, idx) and the verifier V. Informally,
the holder wants to prove knowledge of a short vector s € RZHQ, binary polynomial f(x) € B, a short vector

re Rg", and private parts of m defined as in (35) (dictated by indices idx of public attributes) which satisfy:
(@ Jad1)s = £(z) + chm + clr.

Now, we need to transform these relations to the ones of the form (12) in order to use H,L,S]?K. From the
properties of multiplication matrices we get
rot([a;|ag |1])Coeffs(s)
= Coeffs([a, |as |1]s)
= Coeffs(f(x)) + rot(cg )Coeffs(m) + rot(c; )Coeffs(r)
= Coeffs(f(x)) + rot(cg )igeCoeffs(m )y, + rot(cOT)ECoest(m) + rot(c] ) Coeffs(r).

idx

Hence, let us define

P = rot([al\a2T|1]), C = [rot(coT)idX | rot(coT)K | rot(clT)}, m = Coeffs(m);qy,

§:= Coeffs(s), 7 := (Coeffs(m)-—, Coeffs(r)), @ :=enc(z).

idx?

One can check that

- 3

P§'—Bﬁ+0{
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(L,1/0) + AnonCreds.Verify,, ,,((cred, attrs, idx), (ipk, attrs’, idx))

The protocol between holder H and verifier V:
H(ipk, attrs, cred, idx)

1: parse attrs = (ay,...,q,), cred = (s,r,x)

2: m = (Hy(ay),...,Hu(a)) € RE»

3: P = rot([a;]aj |1]) € Z* ("4

4: C = [rot(c) )iax | rot(cg gz | rot(c])] € Z&*m e
5: m = Coeffs(m);q € ngxl‘h

6: §= Coeffs(s) € Z((Im”)d

7: 7 = (Coeffs(m), Coeffs(r)) € Z‘qidxl‘h”rd

8: i = Coeffs(f(z)) € Z{

©

: Bounds = (s\/(m +2)d, ¥y /h - |idx| + Zrd)

10: 7 4 Prove:;'fés(crs|s|s7 (G2/q - P,da/q - C,m,d2/q - B,Bounds,idx), (5,7, @))
11: return 7
V(ipk, attrs’, idx, )

/ ! i
: parse attrs' = (a;’,...,a,")
: m’ = Coeffs ' (Hy(a;),...,Hu(a)) € Rgm
. P =rot([ay]aj |1]) € ZX (e
: C = [rot(cg Jax | rot(cg g | rot(e])] € Zg*mte1
: /= Coeffs(m’)q, € Z‘q'dx“h

: Bounds = (s\/(m +2)d, ¥y /h - |idx| + Krd)

7: return Verify:;'fés(crs|s|5, (42/q - P,ds/q - C,/,d45/q - B, Bounds, idx), )

T s W N

(=2

Fig. 20: AnonCreds.Verify protocol.

and also ||5]] < sv/(m + 2)d with high probability, ||7]| < ¢1/h - |idx| + £,d and @ € {0,1}". Then, to obtain a

relation of the form (12), we lift the equation from Z, to Z;, as before, i.e. we prove instead:

(‘fq’z .p) 7= @2.3) i+ @2-0) [ﬂ (mod g).

Then, we end up with exactly the relation (12). Thus, the holder outputs the proof 7 from H}\,SS’K to the
verifier V w.r.t. the statement

(@Q/q . Pa QZ/q . C7m7q\2/q : 37 BOUndS, idX),

where Bounds = (s\/(m +2)d, ¢\ /h - |idx| + Zrd>.

Finally, V given the public key ipk, set of attributes attrs’, set of indices idx and a proof 7, manually
re-computes the statement (4,/q - P, 4s/q - C,m,Gs/q - B, Bounds, idx) and checks whether the proof 7 is valid.

8.2 Security Analysis

Lemma 8.1 (Correctness). Let §,d = O(\), e = 27° /(4d) and s > 1.17/q - n.(Z). If both 55 and ITSS
are correct, then AnonCreds is correct.
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Proof. We start by remarking that any honest execution of AnonCreds.Init will succeed since it only entails
random sampling and an invocation of NTRU.TrapGen which, by Lemma 2.6, always succeeds.

We next show that given a successful execution of AnonCreds.Init, any honest execution of AnonCreds.Issue
succeeds with overwhelming probability (Equation 10): the first round H, (ipk, attrs, idx) performed by the
holder always succeeds since it only involves random sampling, algebraic operations and generation of a proof.
Not to mention the fact that for the vector § generated honestly by H;, we must have

151l = || (Coeffs(m), Coeffs(r)) || < 1y/h - [idx| + £,d.

Further, the round Z(isk, attrs’, idx, p1) executed by the issuer might fail if

Verifyfeen <crsc0m, (@u/a-Poirfg- o h - fid| + 6,d), w> 0,

but by the correctness of Hﬁfz"k (c.f. Lemma 6.1) this happens with negligible probability. Here, we used
the fact that if both # and Z are given attributes attrs and attrs’, which agree on indices in idx, then we
must have that @ computed by H, and @ computed by Z, are identical. Finally, the last round H,(ipk, pa, sty)
performed by the holder may fail if ||s|| > s1/(m + 2)d. Recall that s € RZ"H is generated such that

[arfaz [1]s = f(2) + .

Note that s, is randomly sampled from a distribution statistically close to a discrete Gaussian distribution by
Lemma 2.7. Consequently, by Lemma 2.3, s satisfies the condition ||s|| < s4/(m + 2)d, with an overwhelming
probability. Also, since r + S'r, we get Ir]| < ¥v/2,.d.

Finally we show that given a successful execution of AnonCreds.Init and of AnonCreds.Issue, any hon-
est execution of AnonCreds.Verify succeeds with overwhelming probability (Equation 11): the first round
H(ipk, attrs, cred, idx) executed by the holder always succeeds since it only involves random sampling, algebraic
operations and generation of a proof. Similarly as before, the vector 7 computed honestly by H satisfies

|7 = ||(Coeffs(m)—, Coeffs(r))|| < 1y/h - |idx| + £,.d.
Hisis

Furthermore, the round V(ipk, attrs’,idx, 7) executed by the verifier might fail if Verify,di& (crsisis, (G2/q -
P,Gy/q - C,m',§5/q - B,Bounds,idx), ) = 0 but by the correctness of H,I\,Sg'K (c.f. Lemma 5.5) this happens
with negligible probability. Similarly as before, we used the observation that if both H and V are given
attributes attrs and attrs’, which agree on indices in idx, then we must have 7 (computed by ) is equal to
m’ (computed by V). O

Theorem 8.2 (Anonymity). Suppose H,\C,fz"& and H,(,S,lZSK are zero-knowledge and MLWE, , ., assumption is
hard. Then, AnonCreds is anonymous.

Proof. Let A be a PPT adversary against the anonymity game. We prove the statement by introducing a
sequence of games where we denote ¢; the probability that A outputs wins the i-th game.

Game;: This is the standard anonymity game. By definition, the probability that A outputs b’ = b is
€1.
Game,: In this game, instead of running Prove:;'fés, the challenger simulates the holder’s behaviour in

AnonCreds.Verify,, ), using the zero-knowledge simulator (Simg, Sim;) of H,I\,S|'ZSK. Namely, when A makes a
random oracle query to Hgs, the challenger calls Simy. Furthermore, in the AnonCreds.Verify;, ,, protocol,

the challenger now outputs a simulated proof 7y, < Simy (crsigis, (4a/q - P, d2/q - C,1, 42 /q)) to the adversary.
Note that Sim; is only called once during the game.
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One can naturally construct a PPT adversary A" which wins the zero-knowledge game of I, ,|\|S|§K with
probability |e; — €;]. Concretely, the adversary first programs the output of H.(0) to use the crsg;s provided
by the zero-knowledge game. Next, it internally runs A and simulates the challenger’s behaviour given access
to either the oracles (His s, Prove) or (Simg, Sim;). Note that by the verification checks made by the challenger,
A queries only valid statements. Thus, by assumption we obtain:

lea — €] < Advélislust (A") = negl()).

Games: In this game, instead of running Prove?é;;" in AnonCreds.Issue, the challenger simulates the proof
of a validity of a commitment 1, using the zero-knowledge simulator (Simg, Sim;) of IT5&%. Namely, when A
makes random oracle query to Hcon,, the challenger calls Sim. Further, the challenger computes simulated
proofs m, := Simy (crscom, (P, @)). Finally, the challenger outputs (uy, 7,) as the first message pair to A.
Similarly as before, one can construct a PPT adversary A" which wins the zero-knowledge game of I, ﬁf’z"k
with probability |e3 — €;|. Hence, by assumption on I7, ,Sf’me we get
ZK /
3 — < om = .
les — €3] < Advﬂﬁ.ZK(A) negl(\)
Game,: Here, the challenger simulates the commitment u. Namely, C picks the commitment «’ uniformly
at random from R, and sets u := u + cOTm. Then, there exists a natural PPT adversary AMYYE Ghich
can distinguish clTr from a uniformly random polynomial v with probability at least |e;, — €3], i.e. solves
Module-LWE. Hence,
MLWE ;, MLWE
les — €3] < Advyy (A ) = negl(A).

Games: Now, the challenger directly samples u uniformly at random from R,,. Clearly, we get €5 = 4. The
key observation here is that in Games, the behaviour of the challenger is independent of the bit b. Hence, we
conclude that €5 = 1/2 and the statement holds by the hybrid argument. O

Theorem 8.3 (One-More Unforgeability). Let h = O()\). Suppose Hﬁ,oz"k is multi-proof extractable and
R ISIS .
the proof system modulus Gy for II\jzx satisfies

62 > max <5\/(m + Q)d, '(/)\/(lem —+ £T)d7 16m1dA53, 2()QB§>

where my, my are the parameters defined in Section 5. Then, AnonCreds is one-more unforgeable under the
Int-NTRU-ISIS?® and MSIS,, .., ... 5 assumptions where pp := (g, d, m, ly,, £,, N, s, sv/(m +2)d, /Uy, + £,)d)

and B = 4v\/ B} + B3.

Proof. Suppose there is a PPT adversary A which wins the one-more unforgeability game with non-neglibile
probability €. Suppose A makes at most Qs type queries and Qu , Qn,,,, @n, queries to the random
oracles Higis, Hcom, and Hy, respectively. Without loss of generality, assume that A never repeats a random
oracle query.

Hybrid games. We prove the statement by introducing a sequence of games. In the following, let E; be the
event that A wins in Game; and denote C; as the challenger in Game;.

Gameg: This is the standard one-more unforgeability game. Hence, by definition we have Pr[Ey] = e.

Game;: At the beginning of the game, C; samples Ej —{=,—v+1,.. .,@/;}h for all j € [Qn,]- When
the adversary queries aj/ as the j-th random oracle query to Hy, then the challenger just outputs % ;. However,
if some collision occurs, i.e. Ei = Ej for distinct indices i, j, then C; aborts. By the union bound, we have

Pr[E,] > Pr[E,] — _Qu, " _ Pr[Eo] — negl(\).

(2¢ +1)"
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Game,: In this game, the challenger programs the simulated cfs used for multi-proof extractability. Namely,
recall that in Game; we had H.(0) = (crsisis, crscom). Here, the challenger Cy honestly generates crsyzx, but
it also runs the CRS simulator S, and obtains (cfs, td) < S.,(1%). Then, it programs H.,(0) := (crsigs, cFs)
and keeps td.

It is easy to see that Game; and Game, are indinstinguishable by the CRS indistinguishability property
of the multi-proof extractability, i.e. one can construct a PPT adversary A“° such that

Pr[E;] > Pr[Ey] — Advipm (A™) = Pr[E] — negl()).

Gamejs: In this game, the challenger C; uses the multi-proof extractability of I7, ﬁfz"f( to extract witnesses for all
proofs 7 sent by A as a part of issue queries. Namely, when A submits the j-th issue query (attrs idx;, u;, m;),
where j € [Qjssue), the challenger additionally runs

w; ¢ Multi-Extract (1 s Qug,,,» Qissuer 1/ Pr[Es], td, (ql/q 55 01/q - U ) ) .

Let Abortegr,e be the event that w; & R (ql/q 55 01/q - U ) for some j € [Qssue], Where P;,i; are
computed as in the honest execution of the issuer. If Abortextract occurs then C, aborts the game and overwrites
the adversary’s forgery to be L. Otherwise, it proceeds as Cs. Observe that C, does not make any use of the
extracted witnesses w;. In the following, let m; € R " and r; € R be the vectors which satisfy:

w; = (Coeffs(mj)mj,Coeffs(rj)) and  Coeffs(my)ig,, = Coest(m;)ide
where m = Coeffs™ (HM(aj’ll), ...,Hu(a;,")). In particular, we have

U

T T .
j=com;+cir; forj=1,2... Qe

The challenger stores the pairs (m;,r;);c(qg,..]- Intuitively, these pairs are the extracted message/randomness
committed and sent from the holder to the issuer. From now on, we will informally say that (m,,r;) is the
J-th issuing query to Cs, rather than (u;,7;). By definition we have

I, 5)l) = | (Coeffs(m; e , Coeffs(r;), Coeffs(m) g, ) || < v/ (s + €,)d.

Arguing identically as in [67, Lemma 3.6] and assuming that Pr[E,] is non-negligible, the runtime of Cs is still
poly(\) and also

Pr[Es] > %Pr[EQ] — negl(A).

Introducing a wmpper Now, we provide a wrapper algorithm P* for A. Namely, P* is given the crsgg for
the proof system H,\“ZK, and runs A as a challenger for Games (where crsigg is programmed as a part of
H.(0) := (crsigis, cts)). It all simulates all random oracle queries, apart from the one to Higs, using lazy
sampling.

Suppose that at the end A outputs a set £ := {(attrs;,idx;)}. For each i € [Qssue + 1], write attrs; =
(ai1",...,a,") and define

m] := Coeffs™"(Hy(ai1"), ..., Hu(ai, ")) € Ry (36)

We let the algorithm P* find an index ¢ which satisfies
Coeffs(my ) 4,r & {Coeffs(ml)idxr,...,Coest(lessue)idX:}. (37)
If it cannot find one, then it outputs (L, L, L,0). Otherwise, the algorithm outputs a pair (Z,y, v, Q) defined

as follows. First, let
Xi= (qQ/Q : P’ QQ/q : C7 ’I’ﬁ, QZ/q . B7 BOUndS7 aux = Idx:) (38)
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be the statement for relation (12) where

P:=rot([as|az [1]), C :=[rot(cg ) | rot(cg )z | rot(ci)], i := Coeffs(m)is,

——
idx,

Also, let 7, := (a4, ay, as, ay, as) be the proof sent by the adversary A in AnonCreds.Verify 4 p+((-,", "), (ipk, attrsy, idx; )).
Define 7 := (I, 15, I3, 14, I5) as

Il = (17 Crsisis, X, a1)7 12 = (23 Crsigis, X, @y, a2)a L) 15 = (5a Crsisis, X, @y, G, 43, Ay, aS)'
Then, it obtains the challenges by querying
(R, Ry) == Higis (11) s
(%,j)z‘e[r],je[256+d+3] = Hisis (12)

M- nu“r) = HlSlS (IS) )
c:=Higs (14)

and defines
tri= (CrS|S|57X7 a17(m07m1)aa27(’%’,j)7a37 (Mi)aazlvc: GS) ) and v:= V(crs|5|s,x,tr)

where V (crsigis, %, tr) = 1 if tr is the accepting transcript for statement x with public parameters crsigis, and 0
otherwise. This implies that P* makes at most Qnye T4 queries to Higis. Finally, @ := (mj;,r;);c(0,..] and
P* outputs

(Z,tr,v, Q).

Also, given such a tuple from P*, where v = 1, we will denote:

Z(m):=m and Z(aux):= aux = idx;.
Below, we provide a few basic properties of the wrapper P* to keep in mind for the remainer of the proof.
Lemma 8.4. Pr[(Z,tr,v, Q) «+ P*(crsigs) A v = 1] > Pr[E].

Proof. Suppose A wins Gamez. Namely, the set £ is of size Qe + 1 such that (by definition of the one-more
unforgeability game):

— for all i € [Qiesue + 1], (L, 1) <= AnonCreds.Verify 4 5+ ((-, -, -), (ipk, attrs;, idx;)),
— for each distinct pairs (attrs;,idx;) € £ and (attrs;,idx;) € L, there exists at least one index i* in both
idx; and idx; such that attrs, ;» # attrs, -

We claim there exists an index t € [Q)sue + 1] such that (37). Suppose it is not the case. Then, by the
pigeonhole principle there are two distinet indices s,t € [Qesue + 1] and j € [Qissue] sSuch that:

Coeffs(my) 4,» = Coeffs(m;)q,» and Coeffs(my),4- = Coeffs(m;),4,-.
It implies that for all i € idx; Nidx;, Hu(as;") = Hum(a;"). Since we excluded the case of getting a hash

collision in Game;, we have as7i* = ani* which leads to the contradiction with the second winning condition of
one-more unforgeability. Thus, P* outputs v = 1. O

Lemma 8.5. The following holds:
Pr [(I,tr, 1,Q) < P*(crsigis) A Z(m) & {Coeffs(m)z oy : Ir € Rff s.t. (m,r) € Q}| = 1.

Proof. The statement can be shown in a similar manner as for Lemma 8.4. O

Next, we state crucial forking property of P*.
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Black-box access to: P*(crsigis)

1. Run P*(crsig;s) with randomness p as follows: relay the (H, T4 random oracle queries to the random
oracle and record all query-response pairs. Obtain (Z,tr,v, Q). Set ¢ = I, and let ¢; be the response
to query i.

2. If v =0, abort and return v = 0. Else, (m, aux) := (Z(m),Z(aux)).

3. Repeat:

(a) sample ¢; € C\{¢;} without replacement,

(b) run P*(crsigig) with randomness p as follows to obtain (Z',tr’,v’, Q'): answer the query to i with
¢; while answering all the other queries consistently if the query was performed by P* in the
previous run, and with fresh random values otherwise,

(c) If the input for some j-th issuing query to P is of the form (m],r}) where 17 = Coeffs(m}),,,
then stop running P* and directly go back to Step 3(a),

until an additional challenge ¢; with v' = 1 and Iy = Ij; has been found, or until all challenges ¢; € C
have been tried.

4. If the latter case occurs, output v = 0.

5. Otherwise, return ((I, tr,v, Q), (', tr' v/, Q’)).

Fig. 21: Basic extractors £(crsgs) (defined with black text) and £'(crsg;) (defined with black and blue text).
Here, K € {1,2,3,4} is a fixed constant.

Lemma 8.6. Consider the algorithms € and £ in Figure 21. Then, Pr[0 + &(crsigis)] = Pr[0 + & (crsigis)]-

Proof. Clearly, if £ outputs v = 0 then so does £’. Hence, suppose that when running £, in particular Step 3,
for some j-th issuing query to P*, the input (rn;7 r;) satisfies m = Coest(m;)aux. In this case, £ stops the
execution of P* and goes back to Step 3(a), while £ continues running P*. Assume P* returns (Z',tr',v’, Q)
and Ij = I,. By our assumption on the j-th query,

m € {Coeffs(m’),, : 3r’ € RgT such that (m',r’) € Q'}. (39)
Thus, by Lemma 8.5 this implies v = 0. Therefore, £ would still go back to Step 3(a), identically as £. This
concludes the proof. O

Even though we will not use this lemma as a black-box, its core idea will be applied throughout the extraction
procedure. In particular, the key observation is that, by construction, £ after Step 2 never answers an issuing
query for any (m;, r;) such that m = Coeffs(m;-)aux. This will be crucial when reducing to Int-NTRU-ISIS;.
Obviously, the lemma can be applied similarly if we reprogram the random oracle for I, I, or I5.

Defining the extractor. Since we will now analyse the protocol from Figures 9 and 10, let us denote for
simplicity:

~

gi=g, P=%.p c=%.¢c B:=1.B
q q q

B, :=s\/(m+2)d, B,:=1y\/h-[idx|+¢,d.
9

If we want to apply the proof system H,I\,SSK, we define the variables used in Section 5 as follows %
ni=d, m:=(m+2)d+d, ¢,:=|idx|-h, £, :=(—lidx|)-2\+¢.d+d.

' Note that we increase the values of m and ¢, by d since instead of proving, e.g. ||5]| < B,, we prove ||5] = B, using
the transformation described in Section 5.2.
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Further, ¢ is product of two primes p;, p, as described in Section 5.1.

Intuitively, we will use the extraction algorithm from [57, Appendix B] to extract from the prover P*.
Namely, suppose in the first run (Z,tr,1,Q) + P*(crsis;s) and let (i, aux) := (Z(m),Z(aux)). Then, the
extractor wants to obtain short m™, r", a short vector s* and f(z*) € B such that

*

[a; a3 1]8" = f(z*) + cgm” +¢ir* and 17 = Coeffs(m*) .

The extractor will be constructed similarly as £ in Lemma 8.6, i.e. when the extractor has to answer any
issuing query for input (m, r)20, it stops running the current execution of P* if 1 = Coeffs(m),,. This way,
we make sure that when our ideal extractor outputs (m”™,r*,s", f(z*)) satisfying the conditions above, it
never answered any issuing query on input of the form (m”,-) since m = Coeffs(m"),,,. This gives us a
natural reduction to Int-NTRU-ISIS;.

We start by defining the extractor £,(crsigs), which is a (Qu, + 4)-query random oracle algorithm in
Fig. 22. Informally, £, finds the witness for a single quadratic equation with automorphism described in (18)
by constructing a (1, 1,1, 3)-tree of transcripts using the extraction from [6].

Black-box access to: P*(crsigs)

1. Run P*(crsig;s) with randomness p as follows: relay the Qs 4 random oracle queries to the random
oracles and record all query-response pairs. Obtain (Z,tr,v, Q). Set i = I, and let ¢; be the response
to query 4.

2. If v =0, abort and return v = 0. Else, (m, aux) := (Z(m),Z(aux)).

3. Repeat:

(a) sample ¢; € C\{c;} without replacement,

(b) run P*(crsig;g) with randomness p as follows to obtain (Z',tr’, v, Q): answer the query to i with
¢; while answering all the other queries consistently if the query was performed by P* in the
previous run, and with fresh random value otherwise,

(c) If the input for some j-th issuing query to P* is of the form (m;», r;) where m = Coeffs(m;)aux,
then stop running P* and directly go back to Step 3(a),

until either 2 additional challenges ¢; with v =1 and Ij = I, have been found or until all challenges
¢; € C have been tried.
4. If the latter case occurs, output v = 0.
5 For i =0,1,2, tr; := (crs|s|5,x, al,(‘ﬁo,ml),aQ,(%,j),a;;,(ui),a4,c(z),aéz)> be the extracted tran-
scripts.
6. Parse ag) = (zgl), zg)) and aq,as, as,a, as in the protocol description in Figure 10,
1 0
7. Define & := ¢V — 5 = % for i =1,2 and m = (y3,8) := tp — BS,.
8. If ZZ(.I) — c(1)§i #* zl(.2) — c(2)§i for some i = 1,2:
(2 _ Zgl) (@ M) g

c- ||z s )
— return Z, L2 0 e m, as the MSIS solution to [A; | A,] and v = 1.
2 2 2

9. Otherwise, return Z, (81,89, m,¢) and v = 1.

Fig. 22: Subextractor &4(crsisis) as a (Qng, + 4)-query random oracle algorithm.

0 Recall that the extractor, as an issuer, is only given its commitment v and proof 7, but we use the multi-proof
extractability property to extract the secret m,r.

60



Lemma 8.7. For any crsgs, the extractor E,(crsisis) makes an expected number of at most 342Qn,,, queries
to P*(crsisis). Furthermore, for uniformly random crsigis, €, outputs v =1 with probability at least

2
Pr[Es] — (Quye +1) m

Next, let T = (I, 15, 13,14, I5) be the index vector obtained by &, in the first step and denote
(Ro,Ry) :==Hy (Il)> (’Yi,j) = H, (12)7 (Mz) = Hg (13)-
as the corresponding (recorded) random oracle responses. Further, parse
I, = (47CFS|S|S7X7 ar, (Ro, R1), as, ('Vi,j)va37 (M¢)7a4) .

Then, conditioned on v =1, the extractor either returns (8, := (§,T,0),8;,m,¢) € Ry X Ry x R§56/d+7 xC
which satisfies the following relations:

t,| =10 s+ [B,|s;+ )7_3 ,llesill € 2By, ||ess]| < 2B,
tgy 0 B, g
21
ana

256

T T
0= Zﬂi (Z%‘,j : <U(rj) § +o(e;) ¥3— Zj)
i1 i=1
n
+ Z’Yi¢256+]’ : (fT(Pj)Tg —o(B) u—me,; - U(Cr,j)Tf‘)
j=1
\T_ \T_
+ Vi,2564n+1 ° (U(S) S — Bs) + Vi,2564n42 ° (a(r) r— Br)

_ T_
+ i 2564nt3 - o(@—X) 0+ g; — hi) )

or a MSIS,, . .. g solution for the matriz [A; | A,] where B :=4v\/Bi + Bs.

Proof. We first focus on the probability that £, outputs v = 0. The first observation is that by Lemma 8.6,
we can simply remove Step 3(c). Then, the statement holds by proving almost identically as in |57, Lemma
B.g]. O

Next, we define the subextractor £ which is informally responsible for proving knowledge of a solution of
multiple quadratic equations (41). We present the subextractor in Fig. 23. Here, &5 uses the early abort
feature of &,, as shown in |6]. That is, £, computes the index vector Z by running P* as the first step. This
allows the executions in the repeat loop of & to abort right after a single run of P* if I # I5. This allows to
have the runtime of the extractor to be linear in the number of random oracle queries Q.

The main intuition is that by running £, once, &5 obtains a candidate witness w (or a Module-SIS solution,
but we ignore the latter case). Since the ABDLOP commitment (t4,t,,t,) to the witness was sent before
getting (u;) and the commitment itself is binding, this means that the extracted witness must be independent
of the challenges 11, .. ., p,. Therefore, if for some index i € [7], (41) does not hold, then only with probability

at most ﬁfd/ 2 Equation 40, which is the relation that w satisfies by construction of &, is true. Formally, the
proof simply combines Lemma 8.6 with [57, Lemma B.9] so we refer to |57] for more details.

2! See Equation 18 for more intuition on the following equation.

61



Black-box access to: E4(crsigis)

L. Run &,(crsig;s) with randomness p <— R as follows: relay the Qy + 4 random oracle queries to the
random oracles and record all query-response pairs. Obtain (Z,y,v). Set i = I3 and let (pq,...,1,)
be the response to query i.

2. If v =0, abort and return v = 0. Else, (1, aux) := (Z(m),Z(aux)).

3. Repeat:

(a) sample (u7,...,pus) 7@2,
(b) run &,(crs;g;s) with randomness p as follows to obtain (Z',%,v"), aborting right after (or during)
the initial run of P*(crsigis) if one of the following conditions holds:

- Ifli 7é IB7
— the input for some j-th issuing query to P* is of the form (m;-, r;) where m = Coest(m;-)aux,
answer the query to i with (u},..., . ) while answering all the other queries consistently if the

query was performed by &, in the previous run, and with fresh random value otherwise,
until a challenge (y},..., ) with v" = 1 and I3 = I; has been found.
. If y (resp. 3/) is a MSIS solution for the matrix [A; | A,], return Z, y (resp. 3') and v = 1.

. Parse y = (81,82, m = (y3,8),¢) and ¢ = (81,52, m’ = (35,&),7).

N O Ut

——! = -/
. If 8, #§) or 8, # 85, return Z, {ZZ,E? B Z}g as the MSIS solution to [A; | Ay] and v = 1.
2 = S
. Parse s, = (s,r,u), Re,R) = Hi(L),(v;) = Hy(ly) and I3 =
(3> Crsisis;, X, ty, ty7 tga w, 237 h17 EERR hT)
8. If fori=1,2,...,7 we have

256
T T
h; = g; + Z’Yi,j : (U(rj) S1+o(e) y3— Z3,j)
j=1

n
T_- T — T_—
+ Z%,256+j : (0(pj) s—o(B;) u—mg; —o(c,;) r)
j=1

\T— N
+ Yi2564n+1 - (U(S) S — Bs) + Vi, 256+n+2 ° (U(r) r— Br)
— T7 A
+ Yi2564n+3 - o(0 —x) 1 € Ry.

return Z, (8;,8,,m,¢) and v = 1.
9. Otherwise, return v = 0.

Fig. 23: Subextractor &3(crsisis) as a (Qng, + 4)-query random oracle algorithm.
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Lemma 8.8. For any crsigis, the extractor 3 makes an expected number of at most 6 + 5Qy .. queries to
P*(crsigis). Also, for uniformly random crsigis, Es(crsisis) outputs v =1 with probability at least

Pr{Es] — (@, +1)- (é mf”) .

Next, let T = (I, 15, 13,14, I5) be the index vector obtained by E; in the first step and denote
(m07m1) = Hl (Il) ’ (’yz,j) = HZ (12) 713 = (37ch|S|S7X7 tAvtyvtg7W7 237h17 s 7h7')'

Then, conditioned on v = 1, the extractor either returns (8, := (8,T,1),8,,m,¢) € R x RI" x R26/A+T G
5 ’ 1 P 392 ’ q q q
which satisfies the following relations:

ta A, A, 0
ty| =10 |8+ [By|s:+ |¥3|., llesi| <2B;y, |eso < 2B,
t, 0 B, g
and fori=1,2,...,7 we have™
256

h; =g; + Z%,g‘ : <U(rj)T§1 +o(e;)ys — Zs,j)
j=1

+ ) Vizsers - (U(F’j)Té —o(B;) u—me,; - U(Cr,j)Tf> (41)
i=1

\T— \T_
+ Yi,2564n+1 (U(S) S — Bs) + Yi,2564n+2 (a(r) r— Br)

_ T_ ~
+Yi2564n43 - o(W—X) 0 € Ry,

or a MSIS,, ., .. 3 solution for the matriz [A, | A,] where B :=4v\/B; + B3.

For the next step, we define the subextractor & which is informally responsible for extracting secret vectors
§, 7,4 that satisfy (42). The rough intuition for &, is as follows. Suppose & runs £; which outputs a witness
w which satisfies (41) (or a Module-SIS solution but then we are done). As before, since the ABDLOP
commitment (t4,t,,t,) to the witness was sent before getting (v; ;) and the commitment itself is binding,
this means that the extracted witness must be independent of the challenges (v; ;). Suppose the relevant
part of w does not satisfy (24). This implies that with probability at most p; "~ all 7 equations in (41) hold.
Formally, the analysis for &, is almost identical to [57, Lemma B.10], combined with Lemma 8.6, and thus we

refer to the aforementioned result for more details.

Lemma 8.9. For any crsigis, the extractor £ makes an expected number of at most 12+ 11Qy,, . queries to
P*(crsigis). Also, for uniformly random crsigis, Eo outputs v =1 with probability at least

2 . d o
Pr(Es] — (Qu,e + 1) - <|C| +p 42 + D ) .

Neat, let T = (1, 15, I3, 14, I5) be the index vector obtained by &, in the first step and denote
(mO’ ;‘Rl) = Hl (Il) ) 12 = (27 Crsisis, X, tA7 ty7 tga W, 23)

Then, conditioned on v =1, the extractor either returns (8, := (§,T,0),8y,m,¢) € Ry X Ry x R356/d+7 xC

which satisfies the following relations:

ty = 0 §1 + By §2 + yS ) ||E§1” < 2817 HE§2|| < 282
t, 0 B, g

2 See the description of Equation 17 for more details.
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Black-box access to: E3(crsigis)

1. Run &;3(crsigs) with randomness p < R as follows: relay the Qg T 4 random oracle queries to the
random oracles and record all query-response pairs. Obtain (Z,y,v). Set i = I5 and let (; ;) be the
response to query .

2. If v =0, abort and return v = 0. Else, (m, aux) := (Z(m),Z(aux)).

3. Repeat:

(a) Sample (lyz{,j) « ZTX(256+d+3)

q )

(b) run &;(crs;gg) with randomness p as follows to obtain (Z',%,v"), aborting right after (or during)
the initial run of P*(crsigis) if one of the following conditions holds:
- Ié 7& 127
— the input for some j-th issuing query to P* is of the form (m;-, r;) where m = Coeffs(m;)aux,
answer the query to ¢ with ('y; ;) while answering all the other queries consistently if the query
was performed by &, in the previous run, and with fresh random value otherwise,

until a challenge ('y;]) with o' = 1 and Iy = I, has been found.
. If y (resp. 3/) is a MSIS solution for the matrix [A; | A,], return Z, y (resp. 3') and v = 1.
. Parse y = (81,82, m = (y3,8),¢) and ¢ = (81,55, m’ = (35,&),7).
- = =/
. If 8, #§) or 8, # 85, return Z, gg,gzl B Z}g as the MSIS solution to [A; | Ay] and v = 1.
2 — S2
. Parse (Ro,Ry) := Hy (1) and I := (2,crsigis, X, t 4, by, t,, W, 23).
. Parse s, := (8,7, u) and define §; := Coeffs(s, ), § := Coeffs(s), 7 := Coeffs(r), @ := Coeffs(u)
. If all the following equations hold over Z;:

© 00~ O Uk

(5,8 = B3,
(7", = By,
(@,@—1) =0,

return Z, (S;,89,m,¢) and v = 1.
10. Otherwise, return v = 0.

Fig. 24: Subextractor &;(crsisis) as a (Quy, + 4)-query random oracle algorithm.
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and

Zs = U3 + (Ro — Ry)5)

P3=Bu+C 77;”2

fo-g .
(7,7 = B}

(@, i—1)=0

where
31 = Coeffs(s;), §:= Coeffs(s), := Coeffs(r), @ := Coeffs(u),

or a MSIS,, . ... g solution for the matriz [A, | Ay] where B :=4uv\/B; + B3.

Finally, we define the extractor £ in Figure 25 which is informally responsible for extracting from the
approximate range proof (c.f. Section 5.1). Intuitively, suppose &; runs the subextractor & which outputs a
witness (§; = (8,7, @), ¥y3) that satisfies (42) (or a Module-SIS solution), and in particular

Za =173+ RS, and ||Z]| < Bs

where R := R, — R,. Identically as in the previous case, since the ABDLOP commitment (t4,t,,t,) to the
witness was sent before getting (Ry, R;) and the commitment is binding, the extracted witness must be

independent of the challenges (Ry, R,). Now, suppose that ||5;] > m Bs. Then, by Lemma 5.4 only

with negligible probability at most 27 we can have
155 + 5, mod 4| < Bs.

In order to use the lemma, we have the requirement § > 16m; ciB;; Thus, with overwhelming probability we
must have ||5| < % Bs. If Bs is relatively small compared to the proof system modulus ¢, then by
combining with (40) we deduce the norm bounds on 3,7 and that @ has binary coefficients. For example, if

83 mm ()‘ f then

2
. 2 2 2 -2 2 2 .
—q< =B < |5 =B < ||5:]" = Bs £ ———5 - B3 < ¢

min

so we deduce that ||5]|> = BZ over integers (and similarly for 7 and @).
Formally, the analysis for &; is almost identical to |57, Lemma B.11], combined with Lemma 8.6, so we
skip the proof.

Lemma 8.10. For any crsigis, the extractor & (crsisis) makes an expected number of at most 24 + 23QH,4s
queries to P*(crsisis). Also, for uniformly random crsiss, & outputs v = 1 with probability at least

2
§ i PrlEs] — Qe+ 1) (457 4007 +27).

Next, let T = (Iy,1y,15,14,1I5) be the index vector obtained by &, in the first step and denote I, :=

(1, crs|s|5,x,tA,ty,tg,w) Then, conditioned on v = 1, the extractor either returns (s, := (8,r,u),8,,Mm,¢) €

'R;nl X R;nz X R356/d+T x C which satisfies the following relations:

t.] A, A, 0
t,| =0 |8+ |By|8a+ |y3|, llesi] 2By, [lesof < 2B,
t, 0 B, g
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Black-box access to: E;(crsigis)

1. Run &y(crsigs) with randomness p < R as follows: relay the Qg T 4 random oracle queries to the
random oracles and record all query-response pairs. Obtain (Z,y,v). Set i = I; and let (Ry,R;) be
the response to query .

2. If v = 0, abort and return v = 0. Else, (m, aux) := (Z(m), Z(aux)).

3. Repeat:

(a) sample (R, R}) « {0, 1}256Xmd 5 {0, 1)267md,

(b) run & (crsigis) with randomness p as follows to obtain (Z',%,v"), aborting right after (or during)
the initial run of P* if one of the following conditions holds:
- Il 7é Ila
— the input for some j-th issuing query to P* is of the form (mj r; ) where m = Coeffs(m )aux,
answer the query to i with (Rg, R]) while answering all the other queries consistently 1f the
query was performed by &4 in the previous run, and with fresh random value otherwise,

until a Challenge (R, M) with o' = 1 and I] = I; has been found.

4. If y (resp. 3/) is a MSIS solution for the matrix [A; | Ay], return Z, y (resp. y') and v = 1.
5. Parse Y= (Slvs2a (Yng)v ) aI/ld y - (51752am - (y37g ),C )
6. If §; # §) or 8y # 85, return Z, {ZZ,EZI Z}g as the MSIS solution to [A; | A,] and v = 1.
2 — S
7. Define &) := Coeffs(s;)
8. If |51] < wi‘/i()\) - B, return Z, (81,85, m,¢) and v = 1.
9. Otherwise, return v = 0.
Fig. 25: Subextractor & (crsgis) as a (Quy, + 4)-query random oracle algorithm.
and
15, > 225 - Bs
Pi=Bi+C M
7
(43)
(5,5) = B:
<_’v 7:‘> = BE
(@, i—1)=0
where

31 = Coeffs(s;), §:= Coeffs(s), := Coeffs(r), @ := Coeffs(u),

or a MSIS,, ., .. 5 solution for the matriz [A, | A,] where B :=4v\/B; + B3.
For the next observation, we define the following events parameterised by crsigs:

Accept [(Z,tr,v, Q) < P"(crsigis) Av =1]

(Z,tr,v, Q) + P*(crsigis) Av =1
NoBadQuery, = A &1 (crsisis) never responds to any issuing query
from A on input (m’, ) s.t. Z(m) = Coeffs(m/)z(aux)

Crsigis *

Lemma 8.11. For any crsigs, we have

Pr [Accept,, . A NoBadQuery, | = Pr[Accept

cr5|5|s] :
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Proof. Tt follows in the similar vein as the proof of Lemma 8.6. Indeed, if (Z,tr,1, Q) <+ P*(crsigs) and
(m, aux) := (Z(m),Z(aux)) then by the conditions described with blue text for the extractors from Figures 22
to 25, the extractor £ never answers to any issuing query on input of the form (m’',-) which satisfies
m = Coeffs(m’),,,. We call such a query a bad query.

To illustrate our reasoning more precisely, we show that £3(crsigi5) never answers a bad query. The case
for & and &; follows similarly. In Step 1 of &, it runs &,(crsigs). Clearly, £, never responds to a bad query
by construction. Now, if Accept, . holds then Step 2 of & passes.

Further, we consider the loop in Step 3 of £;5. That is, the algorithm samples uniformly random challenges
(w;) and runs &, (crsig)g) with the same random coins, but with reprogrammed random oracle on input I.
So now, we look at &,. It runs again P (with the reprogrammed random oracle) but by the blue condition
in Step 3(b) of &, if P* gets a bad query, we abort the current run of £, and go back to Step 3(a) of &;.
Otherwise, P* outputs a tuple (Z',tr’,v’, @"). By the condition in Step 3(b) of &, if I # I5 then we go back
to Step 3(a) of £;. We also abort the current execution of &, if v" = 0 by Step 2 of &,.

Suppose we have not aborted the execution of £, yet, so we are currently in the loop Step 3 of &,. Since
I} = I, this implies that Z'(17) = 7 and Z'(aux) = aux. Therefore, Step 3(c) of £, makes sure that P* does
not answer any bad query. This reasoning applies to each iteration of the loop in Step 3 of £;. Hence, we
conclude that £ never responds to a bad query assuming Accept, . holds. O

Now, we are ready to define our strict polynomial-time reduction from Gameg to Int-NTRU-ISIS; and MSIS.
The reduction is given the instances of the aforementioned problems and hardwires them in Games. Namely,
the Int-NTRU-ISIS; challenges (ay,as, ¢y, ¢;) will be put inside the public key ipk, while the MSIS challenge
matrix [A; A,] will be programmed in the crsg;s. Then, the reduction runs & (crsig5) but it aborts after
2(24 + 23Qu,)/9 queries to P*. Further, when there is any issuing query on input (m,r) that & must
answer, the reduction makes a preimage query (m,r) to the Int-NTRU-ISIS; oracle Op(m,r). This implies

that B makes at most O %

query. Since § is non-negligible, the reduction runs in strict polynomial time. Finally, by Lemma 2.14, the
probability that the reduction outputs a valid Int-NTRU-ISIS; or MSIS solution is at least ¢ /2. O

) preimage queries and by Lemma 8.11, the reduction never makes a bad

8.3 Concrete Instantiation

In this section, we propose concrete parameters to instantiate the anonymous credentials from the construction
above where we aim for 128-bit (classical) security. Note that one can directly obtain a blind signature by
simply setting the number of attributes [ to be one. Then, the anonymity and one-more unforgeability map
to the blindness and one-more unforgeability properties of the blind signature respectively.

We split the instantiation procedure into three parts: (i) the core construction, (ii) the proof of knowledge
55, (iii) multi-proof extractable IG5 . As in many prior works, we measure the hardness of MSIS and
MLWE by the root Hermite factor (we refer to [37, Section 3.2.4] for more explanation on the methodology
and the references therein) where e.g. 6 & 1.0045 corresponds to 128 bits of security. We bound the number
of (random oracle and signing) queries by 204, Further, we assume hardness of the lattice problems with
respect to expected polynomial time adversaries the same as for strict polynomial time algorithms (which is
the case for currently the most efficient lattice attacks). In particular, this means that we do not need to
apply Lemma 2.14 to the knowledge extractors which would additionally result with worse parameters.

Core construction. We propose the parameters in Table 3. Namely, we set (d, q) = (4096, ~ 234) where ¢
is a prime congruent to 5 modulo 8. We provide a construction for [ = 8 attributes. One then puts each
attribute inside the hash function Hy, which outputs vectors of length h = 512 with coefficients between —2
and 2. For correctness, we select 6 = 412 (it will have a bigger meaning in setting parameters for one-more
unforgeability). As for anonymity, we require MLWE, ;, ,, to be hard. With the parameters proposed, the
root Hermite factor is 1.00115 which corresponds to around more than 600 bits of security. We describe
correctness and zero-knowledge of the proof systems separately below.

In the remainder, we focus on one-more unforgeability (c.f. Theorem 8.3) which is one of the most
challenging tasks. To begin with, note that the reduction for one-more unforgeability runs in time poly(\)-1/g,
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parameter value
4096
17179861781 ~ 2**
9640
640
512
8
2

S~ 2Z2a o

(S5

s
S

3
2
~ 2%
284
56
12
3
Thax 678
Table 3: Parameters for the main construction. More explanation behind these variables can be found in Table 2
and Theorem 7.3.

iQR%m@S

where ¢ is the advantage of the adversary. Since we set ¢ = 2_128, we now need to consider 256-bit security
for one-more unforgeability. To this end, let us first focus on all the distinguishing advantages between the
security hybrids. With our parameters, we have

2
Q| ~1100

@2y +1)"

and thus we ignore this part. If we assume 257-bit security for CRS indistinguishability (Game,) and 259-bit
security for straight-line extractability (Games), then we aim for around 259-bit security for Games. Further,
we will set the “knowledge error” term in Lemma 8.10 to be around 272 Thus, we end up with 260-bit
security for either the Int-NTRU-ISIS; or the MSIS problems. The latter one will be analysed together with
H,I\ﬁ'zSK so we focus on Int-NTRU-ISIS . To this end, we look at Theorem 7.3 where the bound on the number
of queries is @ 1= Qjssye * Qs = 2128,

We instantiate Theorem 7.3 with parameters from Table 3. We analyse each subtracted term in the
inequality. First, with our parameters the MLWE, ,,.4 ,, problem has the root Hermite factor 1.0005 which
corresponds to more than 1000 bits of security. Thus, we loosely bound:

Cp + L, -
60 Advy'oE L (B) < 2710,

For the next term, we had set T},,, = 678, so that (1— 1/M)Tmax < 273% Thus, the term 2>‘/6 in Theorem 7.3

can be written alternatively as (1 — 1/M) > /6 < 273% Further, we can bound the rest of the terms with
our parameters:

d
Tr2naxQ A 9493 fﬂ ) 4q ~ 9414
12N 3 (264 1)1 ’
2 € 2e —641 —394
- =17, — 4+ —+2 ~ 2 .
(@ 2) Towe (557 + 20 + 27

Hence, the advantage of the reduction to the standard NTRU-ISIS is at least

2—260/6Q _ (2—1000 + 2—398 + 2—493 + 2—414 + 2—394) o 2—390.
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parameter explanation value
d ring dimension of R 128
D1 the smallest prime divisor of ¢ 17179861781
G proof system modulus divisible by ¢ ~ 2%
13 infinity norm on the challenges in C 17
v parameter introduced in (13) 350
T number of repetitions for soundness 10
n length of t 4 30
Moy length of the randomness vector s, 68

Table 4: Parameters for the proof system H,'\ﬁﬁ,(.

parameter explanation value
d ring dimension of R 128
D1 the smallest prime divisor of ¢; 16253
Do second prime divisor of §; 17179861781
4 proof system modulus divisible by ¢ ~ 248
n length of t 4 18
My length of the randomness vector s, 51
D prime modulus used for LHC 68527215
nq width of the matrix A; from LHC 28
Ng width of the matrix A, from LHC 28
m infinity norm of the encryption randomness e, ; in LHC 1
Mg infinity norm of the encryption randomness e, ; in LHC 1

Table 5: Parameters for the multi-proof extractable Hﬁf’znk.

We heuristically assume that NTRU-ISIS is as hard as the standard MSIS; ,,, ;5 g (or rather NTRU-SIS [69]).
Recall that the MSIS bound is

B= S\/m—i— Bobdr/ (U, + €,)(m +2)) = 93383 _ o

As for the computational hardness, the root Hermite factor is 1.001425 which corresponds to more than 490
bits of security.

Parameters for H,(,‘?IZSK. As described above, we pick parameters so that the underlying proof system satisfies
correctness, zero-knowledge (with 130-bit security) and knowledge soundness (with 260-bit security). To this
end, we adapt the SAGE script provided in [57, Section 6.1] to compute the proof size produced by H,I\|S|'ZSK.
We further optimise the proof by applying small tricks from [57], such as the Dilithium-G compression [32]
and reducing the number of garbage terms h; by a factor of two, as well as the recent bimodal Gaussian
technique described in |56, Section 3]. This allows us to moderately reduce the standard deviations related to
rejection sampling.

We set the ring dimension d to be 128. Further, if we bound the number of oracle queries by 2647 then
the knowledge error term (excluding the random oracle query bound) in Lemma 8.10 must be smaller than
~ 277 We set DL=q= 234, so 7 = 10. As for the challenge space C, in order to accommodate the 324 bits
of security, we experimentally pick (£, ) = (17,350). This gives us a challenge space of size at least 2327 As
for the approximate range proofs, we computed wy;, (192) = 1 and wyy,, (192) = /530 using the cumulative
distribution function of chi-squared distribution with 256 degrees of freedom, as discussed in [40]. Finally,
the underlying computational assumption, i.e. MSIS, must hold with around 324-bit security. We satisfy this
condition by picking ¢ ~ 2% and n = 30. The reason for such a large modulus, which we believe is the main
bottleneck, is the requirement on ¢ described in Theorem 8.3.
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Multi-proof extractable II, ,\C,fz"f( We propose the parameters in Table 5. Recall that we need to satisfy correctness,
CRS indistinguishability (with 257-bit security), zero-knowledge (with 130-bit security) and straightline
extractability (with 259-bit security). Similarly as above, we apply the parameter selection strategy from [57,
56]. We additionally need to take into account the extractable linear homomorphic commitment (LHC) which
is required for Katsumata transform [46].

We first set parameters so that the underlying proof system [57] works?®. Then, we pick parameters
related to the MLWE-based LHC exactly as in [46, Lemma 3.13]. First, we need large enough prime p such
that we can encrypt both z; and z,. Hence, we set p such that

max (51 \/led\, $o \/2m2d> S (ﬁ - 1)/4

Then, we need to ensure that LHC provides no decryption errors. Consider the application where it is used,
i.e. Theorem 6.3. To this end, we require for ¢ € {1,2} (using notation from there):

H(CEi,Q +W;o) — Dm (CEM + V_Vz',l)}Hoo
= Hﬁ (]_)i,Qii,l - ]_)i,le + Z3) + Z1||
S 13 . <\/ ’ﬂidT]i . gi\/ QTlld —+ 1/ mldm . gi\/ 2mld -+ gi\/ 2mld) (44)
<V2p (nidm— +mydn; + v/ mid) 5, <q/2

and the lower-bounds on the standard deviations s; are dictated by the correctness and zero-knowledge
conditions in Section 6.2. Recall that we need the proof system modulus large enough to prove the norm
bounds, i.e. it has to be (¥+/(0,, + £,)d)* - O()). However, this condition is much milder than the one in (44).
What are still unknown from the inequality above are the values of 7, and n;. These need to be chosen such
that MLWE,,, ., o, .. is hard in order to provide both zero-knowledge and CRS indistinguishability. The
latter one becomes the bottleneck since we aim for 257-bit security. We found that it is possible to instantiate
the construction, and in particular satisfy all the aforementioned conditions, with the proof system modulus
q~ 218, Next, we pick n; = 15 = 1 which results in setting n; = ny = 28 for the Module-LWE problem.

In order to keep the rejection rate small, we additionally apply the bimodal Gaussian technique from [56].
Note that, similarly as the randomness vector s, for the ABDLOP commitment, the randomness vectors e; ;
related to encrypting s, are freshly created every time the prover algorithm is called®*. Hence, leaking one bit
of information on e, ; should not significantly decrease security of the protocol. Based on the observation
above, we can apply bimodal Gaussian rejection as described in |56, Section 3.1]. with this modification we
can still prove zero-knowledge but under a new assumption, called Extended-MLWE. Hence, by combining
this observation with [56], we can simply set ay, ay, ag, &, &y all to be one. Thus, the repetition rate of the
IG5 s only 12.

As for straight-line extractability, we require the knowledge error term (without the random oracle query
bound) in (34) to be at most 2732 To this end, we select parameters similarly as for I7, ,I\,%IZSK, e.g. the challenge
space or the bounds for approximate range proofs.

Conclusion. Finally, we are ready to present various signature sizes in Table 6 (see NTRU-ISIS ;.AnonCreds).
The public key ipk size is a single polynomial in R, which is a public output of NTRU.TrapGen. All other parts
of ipk can be generated from a seed. Hence, we obtain the public key of size d log q/213 ~ 4()96-34/213 = 17KB.

As for the communication complexity, the proof size of 7 is around 398KB, about 80% of which is
linked to LHC. We highlight that one can further reduce the proof overhead, which comes with extractable
linear homomorphic commitments, by applying the NTRU-type construction from [46, Section 3.5]. Then,
as estimated in the aforementioned paper, it would reduce the overhead by around a factor of two, which

3 We note that we additionally apply the Dilithium compression techniques |57, Appendix A] which were not explicitly
described in Section 6.
** In other words, Com in Fig. 11 is a one-time commitment [60].
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scheme signature | communication | public key
complexity size
NTRU-ISIS ;.AnonCreds 243KB 473KB 17KB
Int-NTRU-ISIS ;. AnonCreds 62KB 107KB 3.5KB

Table 6: Signature, communication and public key sizes for the concrete instantiations of our anonymous
credentials.

parameter value

d 1024
d 128
q 33641 ~ 2'°
. a1
q1 ~ 2
G2 ~ 2%
N 9256
t 256
h 128
l 8
l, 2
Lo 1
) 2

s 658
B o14.86

Table 7: Parameters for our alternative variant Int-NTRU-ISIS ;.AnonCreds.

gives roughly less than 150KB. However, security of the protocol would rely on so-called decisional small
matriz ratio assumption, which does not yet seem to be a well-studied assumption. Since our construction
itself already relies on new assumptions (such as NTRU-ISIS; or Extended-MLWE [56]), we stick with the
more standard but less efficient instantiation of LHC. By counting the sizes of (s, ) sent by the signer, which
is around 75KB, the overall communication size is ~ 473KB. Finally, the signature size, which is the proof
produced from Iy zk, is around 243KB.

Reducing to Int-NTRU-ISIS; only. There are a few artefacts of the security proof which make the parameters,
and consequently the signature size, unappealing. The main bottleneck lies in the non-tight reduction from
Int-NTRU-ISIS; to NTRU-ISIS; in Theorem 7.3. Let us start with the parameter m which is the length of
a,. Namely, it allows us to do a game hop where we switch from uniformly random matrix [c0T|clT} to the
one computed as [cg |c] | = [a1]as [1]D for a short random matrix D. Note that if m = 0 then this reasoning
would not go through. In other words, we cannot reduce distinguishing [cg|clT} = [a;1|1]D from a uniformly
random one to Module-LWE. The reason is that in the first case we know the trapdoor for a; but not in the
latter one. However, it is completely non-trivial whether the scheme becomes insecure when m = 0. This
“artificial” problem has already appeared in the literature in the context of lattice-based group signatures |68,
61]. Another issue, which requires long enough m, is the witness indistinguishability argument of Theorem 7.3.
Namely, we want to make sure that with an overwhelming probability, for a uniformly random vector d, with
coefficients in [, 5], there exists another one d; from the same set such that [a;]a3 [1]dy = [a]as [1]d;.
This requires us to pick m > 1%1(‘;% — 2 which has significant impact on the parameters. Not to mention
the fact that one has to deal with the security loss @ from Theorem 7.3.

In order to investigate the limits of our construction, we propose an alternative scheme (which we call
Int-NTRU-ISIS .AnonCreds in Table 6) where we ignore the issues pointed out above. In short, we heuristically
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assume that the reduced Int-NTRU-ISIS; is as hard as the Module-SIS problem for the matrix [A C] and the

norm bound B := \/B? + le. In particular, we can set m = 0.
We set parameters following the guidelines from the previous instantiation, and we summarise our selection
in Table 7. For convenience, we aim for only 124-bit security, which allows us to pick smaller ring dimension

d = 1024. In this case, we need to ensure 254-bit security for the Int-NTRU-ISIS;, i.e. the MSIS problem.

—318

Then, we need to make sure the “knowledge error” term (c.f. Lemmas 6.5 and 8.10) is at most 2 to

accommodate for the factor of Qy , = 254 which comes from the Fiat-Shamir transform.

Expected polynomial-time Multi-Extract. Unfortunately, even in our milder variant we still need to account for
the security loss depending on the adversary’s advantage ¢, since the reduction sub-algorithm, i.e. Multi-Extract
runs in time poly(A)/e. Because we already assume hardness of Module-SIS against expected PPT adversaries,
it makes sense to make Multi-Extract expected polynomial time as well. Namely, in Figure 15, we allow the
main loop to run until it either outputs the correct witness w or the weak opening, or it runs out of challenges
to pick. The key observation is that the Multi-Extract algorithm is only run by the reduction if the initial
proof is valid. Hence, by the heavy rows argument |28], or its more fine-grained version in |6, Lemma 4], we
deduce that the expected runtime of Multi-Extract is poly(A) and does not depend on & anymore. In particular,
we can reduce the bit security by 128.

For fair comparison with certain related works, e.g. |3, 13|, we ignore the Fiat-Shamir transform loss
(Hs Which was also not explicitly considered in the aforementioned constructions. Thus, the signature is a

proof size for H,I\,SSK with ~ 128-bit security. In Table 1 we provide the signature sizes for both cases: either
reducing to NTRU-ISIS; or Int-NTRU-ISIS; using the same methodology as described throughout this section.
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